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Data algorithms a@rding to workflows defined by the clinical researchers; ii) the RETENIQ! Site
Backendinfrastructure, where participanf3data reside (per Clinical Site) aiadle being utilised for
predictions and personalised interventions; and iii) the RETENPatient EDGE, a layer responsible
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List of Abbreviations

Essential abbreviations used in the document:

HF Heart Failure

Carer Caregiver

GIC Global Insights Cloud (part of the sstst)
CSB Clinical Site Backerfgart of the system)
PE Patient EDGE (part of the system)

PD Patient Devices

RWD Real World Data

BDAE Big Data Analytics Engine or BDA Engine
GICDB GIC Dashboard

GICMST GIC Model Specification Tool

GICDI GIC Diseasasights

GICBDAE GIC Big Data Analytics Engine
GICDPS GIC Decision & Policy Support

GICDL GIC Data Layer

CSBDB CSB Dashboard

CSBDAEE CSB BDA Engine Executor

CSBDSS CSB Decision Support System
CSBDL CSB Data Layer

PEMA Patient EDGE Mobile Application
PELHG PE Local Home Gateway

DoA Grant Agreement or Document of Agreement
m2m Machine to machine

loT Internet of Things

(m)loT Smart Mobile- Internet of Things
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1 Executive Summary

The primary goal of the RETENTION project is to develop an integratedrml#tiat gathers and analyses
health-related data flows, with further analysis of day-day Heart Failure study participaf¥ctivities. Such
continuous data collection and processing will later provide the inpup@rsonalsed interventionsthat
suppot the healthy and independent living of the study participants. Within this context, the proposed
RETENTION architecture aims to bring together stétbe-art privacypreserving technologies, big data
analytics technologies and mechanisms for managsage dataelevant to the RETENTION study indicators,
to createthe foundation upon which all these components depend and enable the RETENTION solution to
deliverer evidencébasedpersonalsed interventions for Heart Failure study participants (patients) (@)
continuoudy monitoring and collecting medical, clinical, physiologiscahaviairal, psychosocial, and real
world data of the patients, (b)analysing these data using innovative modeétiven big data analytics,
statistical, artificial intelligenceral machine learning techniques, (c) detecting patterns in the HF disease
progression and the quality of life tife patients, (d) cross checking and validating them against the clinical
literature, and (e) offering transparent, explainable and verifial@eision making capabilities that leverage
the evidence produced by the underlying data analysis.

¢KS w9¢9b¢Lhb ! NOKAGSOGANE GKIFdG | RKSNBa G2 GKS &
Regulation GDPR) forms a solution that allows studytiggzantS<xlata (e.g., personal health records, usage
devicegsensor€data, notifications to be generated) to remain under the control of Pilots participating in

the RETENTION study (i.e., 6 clintealtrees in Greece, Italy, Germany and Spain), whilk alowing the

further utilisation of the data in the context of big data analytics considering the privacy, and the limitation

of (hardware) resources to perform complex machine learning analytics. Knowledge (ML models and their
applicability) to be prduced can be made available ttte RETENTION Pilots, can be applied to subsets or
specific patients, and assist clinicians in their activities.

This deliverable thgbresentsall highlevel components of the RETENTION solution, complies with actions of
the DoA and the proceedings of Deliverable D3.1 (end user requirements), generating the architecture of the
RETENTION solution to achieve project aims including the integration of the developed solution into clinical
practice: i) managing usage data genethby devices and sensors, ii) administering pati@misdical data,

iii) introducing and executing ML models for continuous learning, iv) proviaingonalsed suggestions
previously approved (vetted) by clinicians, v) presenting such functionality audtgdo endusers in a
meaningful and usefriendly manner. Considering that health data aesognsed as a special category of
personal data (GDPR) gras suchsafeguards must bput in place to support the effective protection of
them, in addition tothe techniques to be applied (e.gpseudonymiation, limitation of access encryption)

the whole functionality (data integrity and the solution integrity as a whole) is to be protected (continuously
monitored) by stateof-the-art security/privacy assessmemechanisrs. In this context, this document deals

with identifying the components and their utility within the platform, the main dataflow interactions, and
security/deployment design decisions along with them. It also includes an overview of the ks bf the
RETENTION platform, that is:

1 Global Insights Cloud (GIC)
9 Clinical Site Backend (CSB)
1 Patient Edge (PE)

1 Participant Devices (PD)

Ly LI NIAOdzZ NE GKS Df2olf LyaA3dakaGQa /f2dzR oDL/ 0 LI
anonymi®gd data, statistical and machine learning analysis and model training considering them, and the
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utilisation of the results of analyses (e.g., training machine learning models for predictions, processing in a
higher level to evaluate policy making decisipie GIC poolnonymsed patient data from all pilot sites

and in turn leverageadvancedorms of global data analyti¢kat will result in models learned from the data

which will underpin evidencbased interventions. The GIC consists of the Big Baalytics Engine
(GIC@BDAE) that parses data (i.e., FHIR andFiHtR data, models) stored in the Repository
(GIC@Repository) and feed it further to the Model Specification Tool (GIC@MST), a component that manages
machine learning models. The Diseasegimsi is an extension of the GIC@MST that allow data scientists to
better understand and evaluate via visual aids the previously created models. The Decision and Policy
Support (GIC@DPS) is a tool that utilises the outcomes produced by data analysis tmdoavaluate
interventions at a public health policy level which are actions that address specific policy objectives. The
Dashboard (GIC@Dashboard) is the component that supports all interactions between Giseendnd
services in the backend based e role assigned to the endser by the RolBased Access Control (RBAC)
capabilities defined within the Security Component (GIC@SC). GIC@SC administers the authentication of the
different types of eneusers supported via ReRased Access Control (RBAGdws secure and authorised
machine2-machine (m2m) transactions toe LISNF 2 N¥ SR 60 S G 6 SSy DCligicalSite Ly & A
Backend, and handles aspects of the pseudonymisation process.

The Clinical Site Backen@SB) is the infrastructure (onerpClinical site) that supports all clinical side
operations. In particular the management ¢fie Of A YA OFf aAdS &ddzRé LI NIAO
information (i.e., personal data, personal identifiers, authorised clinicians, informal or formalvex(eyor
relatives), their initial administration and baseline assessment (i.e., personal health record, questiddnaires
answers) along with medical data of each visit, the management of devices/sensors and the monitoring of
their utilisation (device@&ensorL) usage measurements, transmissi@nsetadata). The supported
functionality will provide a clinical overview of each patient, as well as statistical comparisons via descriptive
analytics and personalised predictions by the application of trained MiletaoAll RETENTION parameters
(i.e., FHIR data, neRHIR datadrestored in the Repository (CSB@Repository) to constitute the best available
evidence based on which ML trained models (as suggestions/hiets)l in the end clinicianconsider
configurirg the triggering of personalised interventions. Each CSB instance consists of the Big Data Engine
Executor (CSB@BDEEgomponent responsible for managing descriptive analytics and the latest variant of
any trained ML model to support personalised preidios, the Decision Support System (CSB@RSEE

based system that enhances the ability of clams to take decisions (i.e., generated personalised
interventions) according to preet rules, and the Dashboard (CSB@Dashboard) that provides the osal t

to allow clinicians to have the full profiling and monitoringtuf patients to provide thenwith personalised
treatment, and other mechanisms for all user roles supported. As with GIC, the Security Component
(CSB@SC) supports the amskr managementia a RoleBased Access Control (RBAC) to comply to data
minimisation, pseudonymisation for delentifying data and then transmitting them to GIC for further
analysis, transparency in processing of personal data, secure mahmaehine transmissions dbat all
sub-components communicate through a secure environment, and other appropriate technical (and
organisational) measures to ensure security (i.e., confidentiality, integrity and availability) of data at all states
(i.e., at rest, in processing and transit). In addition to the above, a continuous Security and Privacy
Assurance solution will comprise an integrated framework of models, processes, and tools to enable the real
time, continuous security and privacy posture assessment of the RETENTHIOnt.

Both the GIC and the CSB (one instance per clinical site) constitute the RETENTION cloud infrastructure where
all study participard @ata are eventually stored (anonymously and pseudonymously respectively) and
analysed using Machine Learningalthms according to endpoints (clinical questions) defined by the clinical
researchers.
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The Patient Edge (PE) constitutes the layer of the RETENTION solution that deals with all sriak\(iogo

and sensors installed at the home of each HF patient whioparticipate in the RETENTION clinical study.
Each PE instance is referring to the personalised smart ecosystem dedicated to each of the monitored
patients that embeds a variety of devices and sensors to collect RWD from the individual patiente and th
environment. The software satomponents of the PE are the Mobile Application (MobileApstalled in

the smartphone and paired with devices to be provided to each of them, that supports the continuous
monitoring of the patient via the collection of rdieal, behavioural, psychosocial, and rearld data for
him/her, and the Local Home Gateway responsible for gathering data from home sensors and their
transmission to the CBBat the patient is associated with.

Types of devices and sensors that willHaeded to the patients are: i) a Smartphone, ii) a Weight Scale, iii)
a Smartwatch, iv) a Blood Pressure Monitor, v) an Oximeter, and vi) a pair of Bluetooth Low Energy (BLE)
supporting a home temperature sensor, a humidity sensor, and the Local gateway.

The infrastructure of the RETENTION solution (i.e., CIG, C&Btddli¥h a hybrid hosting model to support
automated continuous integration and delivery all the way through an uninterrupted proesssiring (Best
effort delivery) that RETENTION solutieill be up and running. To support this goal, an infrastructure
lifecycle management will be adopted to successfully handle the capacity of the available resmaltteeir
optimisation, based on the resource forecasting. As part of the infrastructureitmong, most of the system
modules will be executed in virtual assets (virtual machines).
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2 About this Document

¢tKA&d R20dzYSyid O2NNBalLl2yRa (2 aG5o0®dH w9 ¢ 9-RETENTHON! NDK
Clinical and System Requirements & Plaffor5 SaA 3y é > RSaONRoSa GKS @2NJ] |
w9¢9be¢Lhb tEFdF2NY ! NOKAGSOGdzZNE 9 5SaArdayér yR ¥
RETENTION project, developing a conceptual architecture adhering to the identifiedem@qiirements
(presented in D3.1). It presents the overall architecture of the RETENTION platform, including the general
representation of the architecture, detailed component descriptions that constitute the architecture, along

with functionality and accessterfaces of the RETENTION Patient Edge (Edge), the RETENTION Clinical Site
Backend (CSB) and the RETENTION Global Insights Cloud (GIC) instances, the main components that
constitute the RETENTION platform.

2.1 Roleof the deliverable

The scope of the delivable is to introduce the detailed architecture of the RETENTION platformtiveith
aim to coordinate the implementation of the various technical components that constitute it. All supported
hardware and software components, the interactions between theng, ititerfaces to the users and any
other needed elements, will be thoroughly described in this document. The document is batiesl DoA

of the RETENTIOQB&Nd heuserrequirementgzlicitation (presented in D3.1)hat defined the functional and
non-functional requirements of the platform and main use cases to be supported.

Dedicatedmeetings and two workshop&ee Appendies6 and 7) with the participation of both technical
and clinical partners have been performed to gather directions and feedback tewlsedinalisation of this
deliverable. The outconteof those determined priorities and technical aspects to be supported by the
Platform,werein particular:

1 the functionality constraints and capabilities to drive the Platfatevelopment

1 to identify thesecurity layer of the architecture to ensure adherence to the Privacy by Design
principle and in general GDRBmpliance

to specify the interfaces and structural relations between different components of CIGSRd
to define the dependencies between commnts based on theinterfaces

9 to identify data flows, access control, data storage

= =4

The resulted RETENTION architecture is based on these requirements identified. In this context, secure
interactions and privacy of data were consideredfbigh importarte during the design stage

Although the architecture was thoroughly designeahd all aspects of the system are bas
on the most reasonable current industrstirength solutions to support requirements define
— e (in D3.1), still there is a probability oéw (currently né supported) requirements to emerg
ﬁ during the project to serve new needs. Depending on the differences in relation to the ve

of the architecture reflected in the following, if significant differences occur this deliver
will be resubmitted, or in case of minor componerglated changes those will be reporte
within the relevant (to each component) deliverable. In any case, all changes/amendi
will be documented and justified.
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2.2 Relationship to otheRETENTIO#8kliverables

Thisdocument constitutes the basis of most of the deliverables of the RETENTION project. The presented
architecture will drive the work of WP4, WP5, W7 part of WP8 and part of WP9, and will be the basis
of:

M the Platform itself
1 the technical evaluationf the system (together with the RequiremefiBocument)

1 the D4.1 RETENTION Data Model, which generates the design & specification of the RETENTION
Data Model, enabling the exchange, storage and processing of the heterogeneous data aggregated
and generateRdzNA y3 GKS LI F 0F2NX¥Qa 2LISNI GAZ2Y

1 the D4.2 RETENTION Data Management enabling mechanisms version 1, and D4.3 RETENTION Data
Management enabling mechanisms version 2, which describe RETENTION data repositories and
data transfer and handling mechanisms (aditind final)

1 the D5.1 RETENTION Analytics & Decisiaking enabling mechanisms version 1, and D5.2
RETENTION Analytics & Decisitaking enabling mechanisms version 2, which describe the
delivery of the models, processes and components enabling thgtisgldecisiormaking, and
data and model sharing capabilities of RETENTION platform (initial and final)

1 the D6.1 RETENTION Interfacing, Device FederatioXiandlsation components version 1, and
D6.3 RETENTION Interfacing, Device FederatioNiaodisation components version 2, which
describe the RETENTION Mobile Application, Gateway, and smart d&degation, as well as
CSB and GIC dashboard and visatidin components (initial and final)

1 the D6.2 RETENTION Security & Privacy by designngnadgichanisms version 1, and D6.4
RETENTION Security & Privacy by design enabling mechanisms version 2, which describe the
Security & Privacy mechanisms, including the two Continuous Security aadyPAissurance
Platform variantginitial and fina)

1 the D7.1 Integrated REENTION platform version 1, and D7.3 Integrated RETENTION platform version
2, which include thelelivery of the first(and secondyersion of the integrated RETENTION platform
involving the firstiand secondjelease ofall components of WP4, WP5 and WHht{al and final)

1 the D7.2 Report on integrated RETENTION platform versemd}7.4 Report on integrated
w9e¢9be¢Lhb LITIFTGF2NY SGSNEAZ2Y HI gKAOK | NB NBLR NI
functionalities and any amendments madetke originalarchitecture and design, (b) outcomes of
platform testing and (c) installatiordeployment,and usage guidelines for the platform (initial and
final)

1 the D8.4 RETENTION Clinical & Technical Assessment & Validation Report version 1, and D8.6
RETENTION Clai& Technical Assessment & Validation Report version 2, which describe intra
and interClinical Tri& assessment & validation, atitk platformQ &chnicalvalidation reports
(initial and final)

1 the D9.3 Communication, Dissemination, Impact Creatigpldiation & Standardéation Report
(interim), and D.9.5 Communication, Dissemination, Impact Creation, Exploitation &
Standardsation Report (final), which describe dissemination, communication, impact creation,
exploitation, andstandardgation activities for the first half and second part of the project
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2.3 Structure of the document
The structure of this deliverable is as follows:

1 Chapter 1 providesie Executive Summary.

1 Chapter2is about this document and presents its raledrelation with other RETENON
deliverablesthe structure,and an overview othe User Requirement @cument.

1 Chapter3 describes thd(RETENTION conceptual and detailed architectusgarts by presenting
the overall architecture starting from an overview, continuing with thievant diagrams and
justifications, andhen continues by providing complete description of eaaif the platform
componentslt specifies sultomponents, giving a purpose, an overview, and a description to all
layersthat constitute the Platform (i.e.he GIC, the CSB, the PE and the devices/sensors).
Chapter4 describes the purpose and the overviewtlo¢ platform infrastructure deployment.
Chapter5 summariseghe conclusios derived from the work presented in this document

Chapter6 provides the relgant references.

== =4 4 -

Chapter7 providesthe appropriate appendices to the document.

2.4 Brief Overview of User Requiremer®ocument
Designwise, the Platform constitutes of 3 layers:
1 The Global Insights Clo@@ICsupporting the management of analytics,

1 The Ghical Sie BackendCSBproviding mechanisms for (eaati)nical siteclinicians to manage and
2LISNFGS 2y LI GASyGaqQ RIEGEY FYyRZ

1 ThePatient Edge (Pigateway where all the patierdssociated devices/sensors resated are being
operated

RETENTION hasasechnical aim to integrate heterogeneous medical devices and sensors, smartphones
FYR GaAYFINI K2YSé¢ SldA LISyl oFtf O2yaidAaddziS GKS t I
from the everyday life of the RETENTION study participantshwiill belater transmitted to the CSB and in

turn to the GICto be analysed and obtain the evidence needed for vetted (by clinicians) pesshali
interventions promoting their hedft status RETENTION will leverage big data analytics and learning
capablities, allowing for large scale analysis of the collected data, to generate this type of evidence required.

To address this scopehé deliverable D3.1 provided a basic understanding of the mechanisms that
RETENTION Platform must support, as seen franpthint of view of the endisers, focusing on the
requirements of clinicians, patients (or carers), data scientists, and administrators.

Considering the primary target group of the RETENTIONugseid to be supporteqHeart failure-HF
patients) a patient-centric design methodology has been followed via surveys and interviews conducted
during the ®'year of the project with clinical partners to make sure that all their needs, within the scope of
the RETENTION project, would be supported. As a resudtral clinical use cases and procedures identified
provided the fundamentals upon which the RETENTION Platform architecture has been formulated
Parameters considered were the RETENT#DNCcal study characteristics and the related risk factors,
includingthe detailed list of variables resulg from current clinical practices and statd-art researchthat
should be monitoredin particular, in accordance with the Clinical Protocol (presented in D8.2) and the user
requirementganalysis (presented in D3,he main set of variables to be monitored includes:
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Vital signsltflood pressure, heart rate, oxygen saturation)

= =4

Activity tracking ¢eps, meters walked, other type of activities, continuous HR monitoring at
baseline and during activity, time to recoyer

Sleep loursof sleep, sleep patterns and quality)

Possible symptomgdtigue, dyspnoea, oedema, orthopnoea, appetite, dizziness)
Medication adherence

Nutrition information pody weight, body compositiomutrition score)

Possible depression symptem

Cognitive status

= =4 4 -4 A -8 A

Environmental variablesgmperature,humidity, pollution) via home sensors or other external
services

1 Ventricular assist device related variables (flow, power, pulsatility Index, alarms, etc.) via external
services, photos, or questinaires.

5o0dm | faz2z F20dzaSR 2y RSTA Y AliidtionalKefuirddfertsifrérd tdahiical ¥ dzy
perspective (e.g., interfacing capabilities, supported interactions, compute and networking capabilities),
conducting an ugo-date analysis ofthe pertinent technological landscape and the identification,
specification, and priorisation of system requirements for it. In addition, and considering the serious
security threats, potential security vulnerabilities, and the privacy of the colledsd within the EU
regulatory landscape, security requirements cover areas such asissrdmanagement, authentication,
authorisation, andole-based access contr@RBACinanagement, pseudonymisation, logging mechanisms

for auditing purposes, GDPR requshanagement and continuous monitoring via security and privacy
assessmentsAs an eneresult, D3.1 provided the set of ndanctional and functional requirementghich

were identified, and categad in terms of basic functionalities, usability, perf@mee, availability, and
reliability, legal and ethical, security and privacy, data and data exchange and scalability such as the following
categories:

1 Authentication/Authorsation: use cases defined on which flows user identification and m2m
validation isrequired, as well as rolbased access to the data collected/generated and services.

1 Privacy: since RETENTION involves the management of personal data, data stored will be
pseudonymged within the context of the CSB instances and anosgdnwithin the conéxt of the
CIG instance.

9 Data acquisition: 4t version of data sources, structures, and acquisition rate was defined.

1 Data flows/services: workflows to support the clinical monitoring of patiecastinuous
monitoringand collecting medical, clinical, @iglogical, behaviaral, psychosocial data), the
analysis of tis data (using modeldriven big data analytics, statistical and machine learning
techniques), the detection of patterns in the HF disease progression and the quality of life of
patients, the amlysis of all those results and the support of rbbesed personaded interventions.

The resulted useases target the three primary groups of RETENTIONIsed:
I.  the patient (study participantgPE)
II.  the carer (or caregive(PE), and

lll.  the clinical team(clinician or clinical exper{ICSRE; GIC)
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Still, functional,and nonfunctional requirements cater the basic needs of all other-aesdr groups to be
supported, in particulariv) administrator(CSBGIC) V) data scientis{GIC)vi) policy make(GIC)vii) tech
support(CSB)andyviii) (GDPR) auditqCSBGIC)

Considering the patients and the interactivity to medical devices, personal wearables, and smart home
sensors, based on the feedback provided by RETENTION clinical péattaesspartphone device was
recommended as more appropriate for the purpose (in comparison to a tablet). Via a mobile applitetion,
patient will be able to review his/her measurements and submit them to the CSB, receive reminders (e.g.,
about their medicéion) and personalised alertsecause oindividual data analysis. The smartphone with
Wi-Fi connectivity in place (perquisite for study participation) will support fast communication to the
responsible for monitoring clinical team (per Pilot), and enhdrt&ta acquiring capabilities since the usage
data measured and collected by devices/sensors, and the quesiimxQanswers, will be structured,
annotated and timestamped prior of their transmission in order to meet the specific technical specification
for the 2 types of repositories to be used (a FHIR andridiR one).

All patient indicators will be monitored and based on a predefined period, while-baged
interventions/alerts can be created and transmitted to those individuals. Specifically fimatrise cases
(e.g., adherence to treatment)in cases of metrics indicating critical deviation from expected values,
notificationswill be sent to both the associated (to the individual) clinicians (CSRiss1d) and to those
specified as persons to beotified in such events (e.gnformal, or formal caregiver(s), relativeeon CSB
end-users).

Since interoperability to external Personal Heddtord (PHR) system will not be considered during the pilot
phase due to security restrictions imposed by piteds, during the first phase of the RETENTION project all
clinical Personal Health Record (PHR) parameters will be inputted by the clinicians. M2m interoperability can
be implemented under specific terms and agreements between the pilot asatgams andhe RETENTION.

Based on the user requirements, a range of different use cases and scenarios are described. This approach
provides the opportunity for the endsers to describe how they conceive the use of the platform. The
outcome of this process is sumniged in thefollowing table(Tablel).

Tablel: Summary of use cases (as per D3.1 Requirements)

Catedor Use case code Name Importance
gory (in D3.1) (priority)
| t AYAOALIl y{RTCLO1 Creation of patiehand data Mandatory
visualsdion
RTCLO2 Patientdoctor interactions Mandatory
RTCLO3 Alarms Mandatory
RTCLO4 Event record Mandatory
tF 0ASy{iQa|RTPO1 Daily data entry Mandatory
RTPO2 Special variables Mandatory
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RTPO3 Special events Mandatory
RTPO4 Automatic messages Mandatory
/ I NENRa dzf RTCAO1L Daily data entry Mandatory only for

LVAD patients

RTCAOQ02 Automatic messages Mandatory
Risk assessment RTBDO1 Risk assessment generated by Al Mandatory
generated by Al
Technical staffise RTS01 Dashboard Endser moderated Mandatory
cases registration
RTS02 Dashboard Endser login Mandatory
RTS03 Manage eneliser account information | Mandatory
RTS04 Associating a device ID to a patient Mandatory
RTS05 Configuring a device and pp Mandatory
RTS06 Managing Public health policy decisionn Mandatory

making models

RTS07 Performing GDPR compliance check | Mandatory

Based on thse definitions the followingrepresentativeuse case diagrams illustrate the expected behaviour
of the to-be-developed services.
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RETENTION PLATFORM
RETENTION Clinical Side Backend Application-Visualiztion
RTCLO1-Creation of patient and data visualization:Clinical team
check patients’ data and alarms O
O i —
RTCLOZ-Patient's visitenter and store the information during a patient visit
<‘__ | Patient
RTCLO3-Alarms:important patients’ alarms and detected decompensations
Clinician
RTCLO4-Event Record: every event occurring to the patient
‘H“‘u
Carer
FigurelY / t AYAOALI yQa dzad Ol ada
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RETENTION PLATFORM

RETENTION Mablie Application

/

RTPO1-Daily data entry: daily patient’s entry and storage of data in the platform,

Patient

RTF02-Special variables: the patient entry of variables of
non daily entry in the platform

RTP03-Special events

Clinician

RTF04-Automatic messages:Advice o the dlinicians on
worsening of symptoms

RTRO5-Automatic messages:Platfarm reminders to
improve patient's adherence to the program with
friggers for automatic messages

T

Carer

[N
Q
QX
o
N
Q)¢
(0p))
O
Qx
w
QX

Figure2Y t I G A Sy
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RETENTION PLATFORM

RETENTION mobile Applicafion

RTCAQ1-Caregiver daily data entry & monthly questionnaires: can
complete patient's data

Carer

I

RTCAQ02-Automatic messages given to the caregiver via the
clinicians

_‘_‘_‘_‘_‘-‘_'_""‘-'—-—-_._
Clinician
Patient
Figure3Y / I NBNRa dzaS Ol as
Example of an ML analyti®Risk assessmemhodel
RETENTION PLATFORM
/ RETENTION Global Insights Cloud: Big Data, Al model and Decision Support System Patient

Clinician

RTBDO1-Risk assessment generated by Al:new parameters

related to HF/LVAD/transplantation outcomes will be
identified

Carer

Figure4: Actors interacting with an ML model
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Technical staf2 @se cases:

RETENTION PLATFORM
RETENTION Global Insights Cloud administraion module

RTS01-Dashboard End-user moderated
registration:An end-user registers to gain
p access o the RETENTION Dashboard
izattsq.Applica Clinician
™ RTS02-Dashboard End-user login:A valid Platform end-user signs in the system o use
available services
SysAdmin
—-‘-"”
Carer
Patient
L~

RTS03-Manage end-user account information:End-user manages hisher personal A

information and login credentials \
V;
RTS04-Associating a device D to a patient allow a successfully paired and active )

smartphone to ransmit patient's usage data and receive personalised data, notifications and interventions

Auditor

RTS05-Configuring a device and App:allow a successfully paired and active smartphone to
transmit patient’s usage data and receive personalised data, nofifications and interventions

\ RETENTION Global Insights Cloud Visualization-Applicaion
X RTS06-Managing Public health policy
decision-making models:allow the

formation and execution of analytics in

oo order ol valdale ol

Statistician-
data
RTS07-Performing GDPR compliance scientist
checkReviewing GDPR rights status and
supplementary evidence
Figureb: Technical stuf® dse cases
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3 RETENTION conceptual and detdil@chitecture

The purpose of the system architecture activities is to define a coherent, comprehensive solution to the
RETENTION platform, based on principles, concepts and properties that are related and functional to each
other in a logical way. In thfellowing,a detailed description ahe architecture of the RETENTION sysiem
provided outlining theconceptual modellogical diagrams, and descript®rof each componenthat
constitutes it

3.1 RETENTION actors

Thesupporteduse casefdefined inD3.], briefly presented irprevious section) are associated with different
end-user roles. We identified the following:

1 System Administrator or IT/administrative staff: it refers tamsl responsible for the setup and
reliable operation of the RETENTION Platf¢GIC, CSB aibbileAppand Local Home Gatewpy
They should be able to ensure that the uptime, performance, resources, and security of the
computers they manage meet the needs of the other users. The administrator may require access to
the system compoents and to theregisties accounting for thebehaviourof the RETENTION
Platform.Also,they manage the endiser€accounts of GIC and CSB.

T Clinician: it refers to a health care professional that works as a primary clinical case manager of a
patient. Aclinician diagnoses and treats patieffgssociated to a clinical sité)he clinician uses the
RETENTION platforf@SBJo increase the level of evidendmsed practices and care plans and has
access to all patients associated to his/begarisdion.

1 Pdient: it refers to the patientvho gave consent to participate to the RETENTION study (RETENTION
study participant). He/she interacts via the Mobile applicatiomptovide usagelata and feedback,
and toacquire guidance or information about the treatmteand the trajectory opersonalsed care
plans.

9 Carer (Caregiver)t refersto people providingormal or informalcare (family caregiver, a respite
caregiver, a home caregiver, or a primaryegver)to the patient who needs extra helg@acts on
behdf of the patient)

91 Data Scientist: it refers to a professional responsible for collecéinglysng, and interpreting the
overall amount of data collected by the GIC.

1 Healthcare policy maker: it refers to someone who exploits the statistical report aafytas
resulting from the GIC to create policies and plans, especially for the good of a territory or
community.

1 (GDPRAuditor: it refers to the role that is responsible for administering audits to the RETENTION
platform (with the help of the admin, thBPO, and other project officials).

1 Tech support assisting the clinician only in the task of monitoring the usage ttatesmission
monitoring (metadata)
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3.2 Overview

The Architecture is based on al3ayer model(arises froma structured 10T architecture, modified for the
RETENTION project):

Global Insights  The GIC functions as the mddig Data repositoryhat hoststhe Big Data analytic:

Cloud engineandservices to support thpolicy making, offering to the Data scientidinical
expert, or healthcare policy maker the tools to take the necessary decisions i
Heart Failure disease management.

Clinical Site The CSB offers to the cliniciatige tools to monitor their patients, gather their
Backend medical and usage dataS A RSy OS0O FyR (Gl 1S GaAyF2|

Patient EDGE a) Amobile application and b) the home gateway, support the continuous monitc
of patients and the collection of reatorld data associated to them.

Thoselayersinteract with each oher viasecure channelsyhile data exchanges involve pseudonymised or
anonymised data to ensure full data protection even in the case of a data brBeaefly, the role of each
layer is:

f Dft20oltf LyaA3dakaGdQa /f2dzR o6DL/ UI'RETENTON 2epBymdni and I y O
which is responsible fananaginganonyrised data & model ingestion and training, glolaedalytics,
andthe generation of insightdJpon completion of best (performanegise) trained models, those
willo S & Lidza(KSliRimKSte Backenihstances fompplication

1 Clinical Site Backend (CSB): per hospital backend instances of the platform, responsible for patient
data management, local decision making, execution of analytics & interventions.

i The Edge (Gateway, Mobile Aggliion, and home hub): a set of components deployed at the
LI GASYGaQ Sy@aNRyYS éemsdousateytatd gugstiomitesOswarS @il O S &
personaised notifications and alerts.

The following diagranfFigure6) illustrates the Conceptual Architecture of the RETENTION PlatEaomh

component is selfeliant and has a specific function in the whole operation of the system. Architecture will
be described in detail by the 4+1 model
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RETENTION Solution — Architecture Overview

Globallnsights Cloud

GIC Dashboard
Federated RW > Decision & Policy :
Data Repository BD/xergine Support cjri?orgém
Repository for Model . ]
Models Specification Tool Discase Insightis

Anonymized RW &
retrospective Data

1 Trained Models

Clinical Side backend (n)

Non-FHIR
Repository

FHIR Repository

GIC Dashboard

BDA engine Decision Support Security
model's executor System Component

n: per Clinical site

Chat system

Personalised
pseusonymised data

m Personalised patient
Management & messaging

Patient EDGE (m)

Local Home
Gateway

w Usage (devices/sensors)
data, questionaries answers

i Mobile

i Application
1

1

m Smart home
services/sensors data

GICAdmin
Clinical expert/
Data Scientist

Policy maker

GDPR Auditor

CSB Admin

Clinician

Help desk operator/
Tech support

GDPR Auditor

Patient
Carer

Ext. Vendor Cloud
Real-world data

Figure6: Overview of the RETENTI@MNhitectureand actorsoperatingwithin each layer

The RETENTION Platform will attain a level of-machine interaction ofhe highest standards to enable
userfriendly interactions for handling the complexity of workflows adhelir outputs, coping with the output
of complex models, the verification of those via the visualisation of the knowledge encoded, and presentation

of interventions.

To cope with this complexity, the design of the user interface will adhere to the faliphasic design

principles:

9 Provide simple and intuitive interfaces,

1 Adhere to modern design principles (e.g., responsive web design, best practicaddarcoding,

form design and data table design, mobile app usability best practices),

1 Use of a moden framework for smartphone development with cross development on both-well

established platforms,

e

3.3 RETENTION Architecture

Follow all the provisions of the grant agreement (DoA).

The following figureError! Reference source not founyillustrates all hig-level components of the system,
which will be introducedn the next sectioain more detail. Components are mainly interconnected via REST
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architecture description.

RETENTION Architecture

Participant EDGE (m)

Devices-sensors CFB Bl
4 world
Wi-Fi

data

Devices-Sensors
Bluetooth/Wi-Fi

GIC

Dashboard
_ N=Tel8](13%
(pseudo-1d3) Component

Mobile
Application

End-user
management
Token

provider CSB (n
( ) Dashboard Security
Component

Encrypted |
Model Data (pseudo-ldl)
Specification i Decision & -

Tool Policy | management
Support Token provider
Disease B Pseudonymisation

Insights v l

BDA engine Encrypted
model's Chat | DsS Blej o]
executor

Security Privacy
Assurance
Platform

Security
Privacy

: Assurance
BDA engine Platform

Data Repository

FHIR & non- for Model
FHIR

Data
N iR & nonrHiR | - PoiC
real-world data

(pseudo-1d2)

Tr. Models

(pseudo-1d3)

Figure7: the RETENTION architecture

4 "  As defined irD2.2 the whole RETENTION solution (GIC and &8 énStances) will be hoste
T / I at a computer room located in ICQf@remises (Athens, Greece). A €8Bbe deployed withir
a clinical site infrastructure, provided that technical and operational requirements are n

3.4 Architecture Diagram

The previous figure shows the overall RETENTION architecture. As can be seen, there are three main layers:
i) the Gbbal Insights Cloud, ii) thelinical Site Backenend iii) the Patient EDGE. The main purpose of these

and their components is to accumulate, store athlyse the data gathered from different sources. Each
Dashboard allows to input data and operate upmBrvices provided. Both Dashboards are interacting with

other components via REST interfaces. The REST layer provides the interfaces not only for the Dashboard but
for m2m connections such as those triggered by the Mobile Application and the Local Hdeveaga
Additionally, REST services provide interaction capabilities to the BDA engine and Data Repository with the
different repositories reside in GIC or CSB. These repositories hold all information retrieved from devices,
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sensors, mobile phones, and tl&DA engine itself. Each instance of CSB interacts with the Local Home
Gateway and the Mobile application (for those patients associated talieat site that operates theCSB)
againthrough REST interfaces. Thecal Home Gateway the subsystem accunatlng inputs from house
bound sensorswhile the Mobile Application deals with the medical and moedial (health and fitness)
devices. This type afiformation is preprocessede.g., timestamped, aggregated, associated witmique
identifier for each prticipant) and sent to theCSBvia REST servicés compliance with GDPR rules.
Interactions betweerthose components,as well asauthentication at the Dashboa(s]) are secured by the
Secuity Component whileend-user account information is heldside .

Cdzy OG ABYNJIEfASIA@SE | yR FOG2NE | O0O2NRAY3I G2 (GKS I«
1 Patient PB:

o Data collection level: Devices and sensors are conndgaided)viaa) the mobile application
and b) the edge gateway that collectively act as the patient EDGE.

o Patentoperates devices and sensors arahamits (effortless)usage datdo the CSB.

o Patients and careron behalf of those unable to operate themselvhaye access to thlobile
application,canprovide feedback (via questiogires)or photos,chat (functionality will not be
activated in the framework of theERTENIONtrial study to avoid bigsandreceivepersonaised
notifications dependingolJ- G A Sy 1 Qa O2y RAGAZ2Y

Carer: may act on behalf of a patient.

1 Clinician(CSB

o Cliniciangmanagepersonal hedh record and questionaireXxlata for those patients they are
supervising, andiew via the high level and detaikd visualsaions, the device/sensorusage
data bangtransmitted into the CSB

o Datastored in each CSABill be pseudonynised. Only designad clinicians have access to author
medical and personal data of CSB patients

o0 Trained models can be applied to obtain a prognosis about several health indicators. In addition,
the system will also generateuggestiondo be consideredby the clinicians fevant to the
triggering ofpersonaised interventions.

1 Administrator(CSB and GIC)
0 Manages endiser accounts (e.g., accepts/rejects registration requests)
0 Is held accountable for answering to GDPR requests raised by study participants

1 Dataanalyst(GIO:
0o Manages ML modelghe whole ML pipelinpand triggers the broadcasting to all G&&ances
of those considered of best performance.

1 GDPRAuditor (AQ:
o0 Views GDPR request(s) issued by patients and whétleghave been responded to.

1 Healthcarepolicy maker(GIC):
0 Reuses outcomes of the ML analytioxreateand evaluate healtipolicies and plans

1 Tech suppor{CSRB)
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0 Monitorsthe usage data transmission and triggers communicationtefdmical assistance over
the phone or emi.

The following imageHigure 8) illustrates the physical view of the RETENTION Architecture. The virtual
machines can run independently.

Physical view

Participant EDGE(m1)

Cobalale s 2 Real-
Dewces—Sensgrg; world
Bluetooth/Wi-Fi data

Mobile 0—'

Application

1

Devices-sensors
Wi-Fi

mi: Patient associated to Clinical site i

Figure8: Physical view of the RETENTION sgyste

Thed LIK & ¥ A OK hsgdsiated with each RETENTION clinical siteipletely and logically independent
module that carbe used, moved, expanded, or contracted according to nepaified

3.5 Components Description

The next sections introduce the different componeidentified above,and presentto the readers a
analytical descriptiorof their utility and how they fit the overall architecture. Their detailed interfaces are
specified in the respective appendices. Crostiing, securityrelated components are descell in section
3.5.5Security Componengnd Appendices.

\J
T / Enrichedtechnical descriptions of all components forming GIC, CSB and PE will be pre
. I during the forthcoming deliverables of WP4, WP5 and WP6.
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3.5.1 Global Insights Cloud (GIC)

The first modulenamedas the RETENTION Global Insights Qlaud) will pool anonymised patient data
from all siteg(CSB instanceand will support the advanced forms of global data analytics that will result in
trained MLmodels which will underpin evidendssed interentions. Tis module supportsncremental
forms of data analysjsecessary when new data sets become available t@at@&nd the model verification
capabilities envisaged for the platform, as vasthe analysis of the findings for the purposes of pubkalth
decision making. Once modetse trained, those can be transferredo the second (middle) module
(RETENTION Clinical Site Backend) to be applied and geseggestions/hints to be considered bye
clinicians for triggering personaliséctervertions. The GIC is composed from the following modules that
interact with each other:

1 Dashboardthat allows endusers to set up and execute ML workflows, and in turn validate the
resulted models (through the Analysis Workflow Validation tool), and broadtase of best
LISNF2NXYIFYyOSe LG Ffaz2z LINPPGARSAE AYGSNIXrOGAzy St S
functionality. To provide these functionalities, the Dashboard behaves differently based on the role
assigned to the endser by the RolBasedAccess Control (RBAC) capabilities of the Security
Component.

1 Model Specification Todhat manages machine learning moddlisease Insightsan extension of
the Model Specification Tool which allows the data scientist to understand and evaluate better th
previously createdanodels.

1 Big Data Analytics Engin®DAE) that parses, filters data and feeds the Model Specificitioh

1 Decision and policy supporis a service that capitakes on the results gained during the ML
workflows to assist the evaluatiaf health policies that account those as (success or faituiteyia.

1 FHIR and noi-HIR repositoriesvhere anonynised dataare stored, and model datareregistered.

1 REST APIsupport inner and outer(previously authorised by the Security Component
communicatiors withGICcomponents and CSB.

T Security Componentsupports the authentication andauthorisaion processes, along with
mechanisms to protect services and data flowing from/to the GIC (data in transit) as well as while
data reside within repositori (data at rest).

3.5.1.1 GIC Dashboard (G@Dashboard

The GIC Dashboarn@r Dashboard& Visualsaion componenj offers user friendly visualisations and
interfacing features tailored to the specific information and functions taking place at the global backend
(features presented in the followinBable2).

Table2: Gl(ashboard featuresind specification

ComponenfTitle GIC Dashboard
Objectives / Brief The GIC dashboard and visualisation componwilt serve as the entry point fo
description clinicians, researchers, policy and decisions makers, and auditors in the healthcare)

to the collected data sets and trained models. This data includes pseudsetyrealth
related and monitorelated data from vadus sources as well as statistics that will
presented in a multipurpose interface addressing the needs of targeted stakeholde

Deliverable 3.2 RETENTION Architectuy@1.0_30/06/2022

Dissemination LevePU Page26 of 165



Horizon 2020 ProjedETENTION .
GA n.965343

retention

Technical pre
requisites and
requirements

RESRAPIsare required tofetch/submitdata.

The visualisations will be offerédA I | dzy AFASR ¢SS0 | LILJ A
Advanced Visualisation Toolkit (AVT). Hsdrs will only need a browser to access th
GIC@Dashboard.

Actors

The actors of the componeistre:
-GIC Admin

- Clinical expert/Data Scientist
- Policy maker

- GDPRAuditor

Interactions Inputs

Input of the component must be provided as an API or via some other method, e.g
direct access to the relevant data. The component will offer interaction with differer
types of users, therefore rolbased access to differéparts of the interface will be
realised.

Interactions Outputs

Outputs of the component are the triggered events based on user actions that can
include:

- storing data inGICrepositories

- trigger otherGICcomponents (e.g., disease insights component)

- export or visudsedata in meaningful manner

Data format

inputs (preferably) in JISONormat

3.5.1.2 GIC Model Specification Tool (E®IST)

The Model Specification tool serves as a prerequisite framework to allow the GIC Disease Insights and the
GIC BDA emge to run. This frameworkrovides processes for feeding the BDA engine with different types

of data andsupports the transmission of trained ML modelsthe CSB instance3 o serve this purposdt,
exposes services for managiagd trainng ML modelswhile their outputslater areto be storedin the GIC
repository(Data Models / Model Registrghdhandled by the BDA engine procesdealso provides insights
T 2 NJ Y prédtiorperformanceand model explanatiorfAl explainabilitylfeatures presergd in the

following Table3).

Table3: Model Specification todkaturesand specification

Component Title

Model specification tool

Obijectives / Brief
description

This module provideand ex pose the fustionalities to train/test models using data
from nonFHIR/FHIR database on GIC

Technical preequisites
and requirements
hardware

Existing VM with minimum 16G RAM, 150 G Hinde, 8CPLtores

For large datasets and specific ML algorithms, the traipimogess can take sometimeg
hours or even days and may consume the existing CPU/RAM resources

Technical preequisites
and requirements
software

Linux based OS (ex. Ubuntu 20)

Docker 20.10.7, Docke&ompose 1.25.0 (minimum)
The model specification toaill install from docker compose fildupyter notebook
server

The training part will be added as a separated service in the same docker compos
using the kernel gateway feature provided hypiter
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Actors Jupyter notebook kernel gateway docker caner
Database
Interactions Inputs Database> Jupyter kernel gateway Notebook

Notebook takes the training data from the Database

Interactions Outputs Jupyter kernel gateway Noteboek Database
Notebook saves into Database the trained models

The trainhg models are serimled as pickle files

Data format. Input: JISONDatabase Data

Output: binary (pickle) files containing the trained model

Main role of theGIG@MST tool is to create and manage the ML models that will be stored in GIC registries.
In following figureqFigure9 and Figurel0), two sequence diagranmege provided a) for model creation and

b) for model structure understandin@y wsing GUI toolgexposing these mechanispihe data analystcan

take optimal decisions in proposing one model versus anotheseries of machine learning algorithms will

be tested (testand-error), and weshdl select/keep the most successful (in terms of performance) ones. The
evaluation process will be based selected metrics utiding the GIC Disease Insights module.

REST (Notebook

Data Scientist GUI server)

GICDB GIC Data Models CSB REST CSB Data Tr. Models

| j
' '
create model | !
fos
- M

F-----.

set filters for new dataset

load dataset

v

get fitered data

data cleaning

train——»

return results

K e mmmmmmmnnenenannnnanns -

save model

F.-.-_»..-.-.-4__-_._._._.-.-.-.-_»..-.-.-.__-.

|
|
|
|
|
|
|
'
|
i
|
|
|
|
|
|
|
|
|
|
|
|
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|
|
|
|
|
|
|
|
|
'
1
i
|
|
|
|
|
|
|
|
l
|

save model and metadata
and dataset filters
update model update model

-------------------_-_---.ﬂ

h 4

v

save

v
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Figure9: Sequence diagram for a) Model training
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<. ........................
return
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return
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info

display dataset insights

display correlations
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model info

display model performance

4

display model insights

4
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FigurelO: Sequence diagram for b) Model insights

3.5.1.3 GIC Disease Insights (@&DI)

TheGICDisease Insighis a modulehat residesin the GIC andupports the data analyst with the provision
of various explanationsegardingthe models previously traine¢mainly the performance of the trained
model created with GIC@BDABgrving this aim, i module will provide means for model understanding
and visuakation of its inner structureand behaviour, offeringalso explanation Al explainability) and
trustworthiness for the black box of the machine learning modielatures presented in the foleing Table
2).

Table4 : Disease insights features and specification

Component Title Disease insights

Objectives / Brief This module will provide means for model wndtanding and visuiation of its inner
description structure & behaviour

Technical pre Model specification tool

requ!snes and Models that have been trained previously + metadata results from training process
requirements
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Actors Jupyter notebook containing MLgalrithms

5 GFroFasS gAGK LI GASYydiQa RIFGE
Interactions Inputs b2lfl§()22,1 al @Sa AyGa2 51 uI ol &s Pt2y3 uF§$

AyaAradKioa o/ 2yFdzaAzzy al UNAEZ 20KSNJ Y2RS
Interactions Outputs | Notebook will provide the mod&la Y Sd I RI (|  &atoNs (ICG@NBEhKdBN) ¢
data format Input: Filters to restrict data request. Example: for specificeasges only some models ar

relevant and thus should be considered.

Output: metadata attached to the specific model idE@ONormat

3.5.1.4 GIC BDA Engine (@BDAE)

The Big Data Analytics Engine provides the means of communication and transfer of information béte/é&€ repositorieand the Model
specification tool. It handles data integration by distributing data and cdatfmn, and by efficiently supporting the model training process strongly
interconnected with the Model Specification TobheGIC@BDAE utilisssveral strategies that will help succeeding at the training of the models by
distributing the data to the Mlalgorithms within GI@MST. Thi€omponentalsosupports thepre-procesing of input data, before servinghe
resuliing datasetto the ML algorithm(features presented in the following

Tale 5).

The GIC@BDAE has the technical céyaaf handlinglarge quantities of datgBig Data}hrough various
mechanisms such as paging or using other algorithms found in libraries such af\VgpariZaharia, 2016)
Depending on the storage environmefiitest candida¢: Sparkdata processing framework that can quickly
perform processing tasks on very large data sietsffers different modalities to connect to several Bigta
sources.

RETENTIGN&chnical team is currently experimentingith the Spark frameworkThis
solution will betested andvalidated in next phases of the proje&erformance metrics wil
be comparedwith other potential alternativesprior of decidingupon the finalchoice as for
the opensource data processing framework to be utilised

4

Talle 5: BDA Engine features and specification

Component Title BDA engine

Obijectives / Brief
description

This module will provide with the capabilities of interacting with the three types of
databases (CRUD operations) for two nmaimposes:

- Populate input data for model training

{ I dSkwSINASPS Y2RSta YR Y2RStQa YS$S

Technical preequisites
and requirements

Model specification tool
Easy to scale> work with SOA DB engine such as Elasticsearch/PostgreSQL etc

AvoidbottSy SOl & 2NJ AadadzSa 2F GelLlS o&2dzi 2
implement either data preprocessing mechanism or paging mechanism

Actors

Database; provide large quantities of data

BDA engine written functions that run on Jupyter notebook server fronotiel
specification tool that ingest the provided data and deliver it to training algorithmsg
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Interactions Inputs

Database> BDA engine

BDA engine> ML Model specification tool

Interactions Outputs

Training models seriigkd as pickle files + modelsatadata in a custom format

data format

In ¢ Data read from database

Out¢ Reduced / Processed data to be delivered to ML model training

3.5.1.5 GIC Decision & Policy Support (@OPS)

TheDecision & Policy Support componenitl provide auserfriendlymechand Y F 2 NJ & dzLJIAF NI A ffdhé folici dakers, subject to
the results of the specification of the RETENTION data analytics nfpdeigive features presented in the following

Table6). Based on the early user regaments for the GIC@DPS functionality to be supported that serve to

guide the GIC system specificatiorsemjuence diagram depictBigurell) the basic function of creating a
model that adheres to specific rules.

Table6 : Decision & policy support

Component Title

Decision & Policy Support

Objectives / Brief
description

This module provides the support for policy decision and support mechanism ang
provide the user with means for policy rules defimits, modelling, testing and savin

Technical preequisites
and requirements

Model Specification Tool

Actors

Database
Model Specification Tool

Decision & Policy Support Tool

Interactions Inputs

Database> Model Specification Toet GIC Dashboard

Interactions Outputs

Policy model handling / Policy outcome analysis

data format

Input: Data read from database

Output: Policy model analysis and handling

Presented features consider an estimate (early design) of the functionality to be supg
by GIC@DPS considering outputs of ML models. The final version of the compone
consider the specification of the RETENTION data analytics mb&els. (
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Figurell: Decision and policy support model/analysis via GIC PolikgM2ashboard Actions

3.5.1.6 GICFHIR and noirHIR repositories (GIC@Ddtayel)

The GIC@Data Layer tonsisting of opersource repositoriesthat will host all type of data in a fully
anonymsed fashion]ater to servethe role ofbeinginput for training theMLmodels.As such, the GIC@Data
Layer(both FHIR and neRHIR repositoriesiefers to the data storage entities into which data will be
partitioned for analytical or reporting purposes. The data will be available &Gt BDAB process them
with the analytics and decision modelSince the GIC@Data Layel be supplied with data they have been
previouslystructured and semantically enriched (within the context of CSB instaricesg data repositories
store structuredanonymised dataAs with CSB@DamLayer, the organisation of the data will conform to the
RETENTION Reference Modélcee main categories of data will be stored:

1 FHIR RepositorfFHIR data (medical data3ing LOINC and SNOMED codes
1 NonFHIR Repository: sensfifata, structures acammodating DSS functionality
1 Data Modelsdatarepresenting input/output oimodel trainingprocessand models themselves
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3.5.1.7 GIC REST API

The communication between the deployed components willsbpportedthrough REST APIs. The REST
architectural style empdisizes the scalability of interactions between components, uniform interfaces,
independent deployment of components, and the creation of a layered architecture to facilitate caching
components to reduce usgrerceived latency and enforce securiBach modle/component provides REST
APIs to facilitate the data interactions based on the specifications provided by each component.

The REST API will be under the auspices ofGhe SecurityComponent Thus, interactions between
components via REST servicesywall as authentication are secured by the Security Component (GIC@SC).
Access to services (and data) is only provided once theusadhas been successfully authenticated, and
has a role granted with this access. The GIC@SC guarantees the appropriatEdegarity, compliant with

the GDPR rules

3.5.2 Clinical Site Backend (CSB)

The second modulemamedas the RETENTION Clinical Site Bacies#&)comprises a set of components
deployed at the clinical sites responsible for managing and digestingitti@l and otherdatacollected and
transmitted fromthe recruitedstudy participantsEach of these clinical sites will operate its own dedicated

CSB instance, focusing on patient data ingestion as received from the RETENTION Edge instances of the
monitored patients which, combined with clinical data, will enable the execution of local analytics based on

ML trained modelsBased on the results of these analytics, patient managefpemsonalisedinterventions

can be triggeredo & dzo 2 SOG SR (i 2 nsdelivefed Qia thg” dofespBrBiGyA REAENTION Edge
instance the Mobile Application) of each patient. Moreover, fully anonymised sets of data related to
patients, the executed interventions, and their effectiveness, along with any newygrifired) intevention

model will be transmitted to the GIC, for further processing and model refinemanthis context,

personalisednterventions will be registered, stored, and further processed to facilitate backend analytics.

The CSB supports the clinical side rapiens. The daily patient chealp (through transmissionof
devicegsensorusage data and collected feedback), the initial patient administration and baseline,
facilitates the visits to the hospital (as arranged by each clinical gieepairing andnonitoring of the usage

of the devices and sensors handed to patiemtisd support the monitoringof their healthvia generated
aggregatednedical indicatorslt also supports chat functionalifpr engaging communication with specific
patient (functionalty will not be activated in the framework of the Retention trial study to avoid bias)
Clinicians can review descriptive analytieevant toLJl ( A @efitah @ndition, apply a ML modtd
acquire a prognosis on a specific indicator, and configure tmds for triggering ruldased personalised
interventions The CSB is composefithe followingcomponentshat interact with each other:

1 Dashboardthat provides interaction elements for administrating CSB-asers, patients and their
medical and usageatla, the application of ML models, the configuration of the thresholds triggering
personaised interventions and GDPR reque@isanagement. Functionality and data are subject to
access limitations based &tBAC.

i1 Big Data Engine Executoranages variantsfeeveral ML models

91 Decision Support Systensupports the creation and transmission (to the Patient EDGE) of
personaised interventions based on a ruleased logic that considers measurable facts from the
patients.
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1 Chatis a module that enable€SB clinians and patients(or carers)to communicate via text
exchangegfunctionality will not be activated in the framework of the Retention trial study to avoid
bias.

1 FHIR and noirHIR repositorieswhere pseudonynsed (personal health records, questiagires,
usage data,personaised realworld data), personaised interventions and trained ML models
(Repository for Model¥are stored.

1 REST APbupports inner and outer (previouslyauthorised by the Security Component)
communications wittCSBEomponents andsIC

1 Security Componentsupports the authentication andauthorisaion processes, along with
mechanisms to protect services and data flowing from/to @8HRdata in transit) as well as while
data reside within repositories (data at rest).

3.5.2.1 CSB Dashboard (C8Bashboard

Likethe GIC@Dashboard, the Dashboarfdthe Clinical Site Backerf@SB@Dashboari) the component
that is responsibldor the interaction between theend-user types (roles) supportethd theCSBservices in
the backend.The Dashboard behavesfidirently based on the role assigned to tead-user by the Role
Based Access Control (RBAC) capabilities oCSBSCThe following tablgTable7) presents its main
features.

Table7 : CSB Dashboarddires andspecification

Component Title CSB Dashboard
Objectives / Brief The CS@®Dashboard component will serve as the entry point for clinicians for
description monitoring and treatment of their patients

tFGASYGaQ Y2y Al2NRy Bomlvafieus so&des hie fpreshidtetl in
multipurpose interface addressir(grimarily)the needs oftlinicians

CSBdDashboard will also serve the system administration and technician needs

Technical preequisites | RESRPIs are requiredtfetch/submitdata

and requirements ¢CKS Oradd t A&l GA2ya 6Aft 08 2FFSNBR OA
Visualisation Toolkit (AVT)

Endusers will only need a browser to access Breshboard

Actors The actors of the component include:
- CSB Admin

- Clinician

- Tech support maker

- GDPR Auditor

Interactions Inputs Input of the component must be provided alRESAPI

The component will offer interaction with different types of users, therefore Hmsed
access to different partsf the interface will be realised.

Interactions Outputs Outputs of the component are the triggered events based on user actions that can
include:

- storing data inCSB repositories

- trigger CSR.omponents (e.g., chat)

Deliverable 3.2 RETENTION Architectuy@1.0_30/06/2022

Dissemination LevePU Page34 of 165



i Horizon 2020 Proje®®ETENTION .
e GA n.965343 :
retention

- export or visuasedata in meanigful manner

data format inputs preferably inISONormat

3.5.2.2 CSB BDA Engine Executor (@BB®AEK

The BDA Engine Execut(mr BDA engine model's executor) is a CSB compaugmoring the applicability

of a previous trained ML mod#b predict the possiblduture outcomesof aLJI G A @eAlth & &vellbeing)

indicator. Thetrainedmodels are createwithin the GICscopeandupon enduser action (data analyst) then
transmitted to allCSBnstancesAs such, this componeptrovides meansof receivingthe latest variant ofa

MLmodel andapplyingiti 2 LINBRA OG LI G A S yaih BdatdIPha @llbving @bleJabRs) dzi A 2
presentsCSB@BDAExain features

Table8 : Model executor toofeatures andspecification

Component Title BDA Engine Executor (or BDA engine model's executor)

Objectives / Brief | Supportpredictabilityi KS L2 aadAo0f S FdzidzZNB 2dzi 02YSa N
description training accomplished on GIC

Technical pre Database to store/update model
requisies and
requirements

Actors Database; managing models trained on GIC
az2RSf aQ S kidtérpm Quantimddels + custom metadata

Interactions Inputs | Database> Model executor tool

Interactions Update malels seridked as pickle files + models metadata in a custom format
Outputs
data format Input:5 I G I

f2FR Y2RSf FTNRY RIGFolasS b tl Ga
Ouput:t NBRAOGSR NBadzZ & NBIFNRAy3I LI GASYy (A

The followingsequence diagrant{gurel?) depicts basic functieof transferring trained ML models (from
GIC to CSBnd its application to a specific casaégurel3).
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Figurel3: CSB BDA engine executor Sequence Diagram via CSB Dashboard Actions

3.5.2.3 CSB Decision Support System (@BBS)

The CSB Decision Support Systeran independent, rukbased system thaénhances the ability of the
clinical team totrigger decisions(in a form of personalised interventionagcording to rules that will be
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established by themThis component will model human reasoning and the decisiaking process, so that
measurable fag from the patients (e.g., repeated abnormal temperature and blooessure
measurements) will be processed and interventions will be suggested to clinfieidhem to configureThe
DSSnay processhoth raw oraggregated data stored in tHeSBepository andmay also consideesults of
the CSB@DAX (stored in the nofFHIR repository)To trigger an action, DS®nsides time parameter,
LI GASY (G Qa dzid.gIpesshre, pulse, @inderdtrd, VAD data,.pto bring to the attention of
the clirical team.The following tableTable9) presents CSB@DSS main features.

Table9: Decision support system features and specification

Component Title Decision support system

To create a ruldased system that will enhance the ability of the clinicals to take decisi

Objectives / Brief by checking data of patients against the ftefined rules
description o
The rules are set by the clinical team

Technical pre
requisites and Rulegthresholdg are managedby the clinical team
requirements

Clinician®f CSB
Actors . o _ _ . _ .
Patients(or cares) eceiving thepersonalised interventions (via the Mobile App)

. Data from each CSBpositoriesvia the REST API
Interactions Inputs

_ Messages and suggems toclinicians
Interactions outputs ) ) _
Personalised interventions

data format Inputs/outputs in JSON format

3.5.2.4 CSB Chat (C@&BChaj

CSB will support basic text chat functionality altegweaktime communications between patients and
clinicians This service is not for emengey use The following tableError! Reference source not foungd.
presents CSB@Chat main featyretile sequence diagramgigurel4 : Chat CSB to Mobile Applicatjon
present the basic message &anging.

—
I /l Functionality will not be activated in the framework of the Retention trial study to avoid |

Tablel0: CSB chat subystem features andpecification

Component Title Chat support system
Objectives / Brief Atext chat systenwill enhance the ability of the clinical team ¢communicateto patients
descrigion (or vice versadlirectly
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Technical pre
requisites and RequiresMobile Application to support this exchange of text data
requirements
A Clinicianto apatient: sendingfeceivingtext messages
ctors
Patient(or caref) to CSB cliniciasending/receiving text messages
Interactions Inputs | Unregulated text
Interactions outputs | Unregulated text
data format Inputs/outputs in JSON format
CsSB Mobile application
Clinical team i |
- > ! Send message - ]
E receive message -
L- receive message
E i =zend message
Figurel4: Chat CSB to Mobile Application
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Figurel5: Mobile App to CSB

3.5.2.5 CSHB-HIR and noiirHIR repositories (CSB@Data Layer)

As with CIG repositories, those supportimgerations ofeach CSB instanege open-sourcerepositories that

will host . LI ASYydaQ RIF (I, madds and inteyvBntiohsBhe OFB@DaiaSLRyés
responsible for collecting and orgaimig all the prospective data that will be stored in the RETENTION
platform. The Reference Model is the basis for orgagiall the data, including all the variables that describe

the minimum requirements of a specific domain. TReferenceModel is a hierarchical da presentation

model like an ontology. The ontology represents the data in the form of entities (e.g. classes) and object
properties. An EntifRelationship approach is used for building the ontology.

The design of th&RETENTIOREference Model is drivdoy the analysis of the files prepared by the clinicians
regardingranges (i.eminimumand maximumvalues)of parameters ofdifferent types of patients (HF, Tx

and LVAD). According to the Reference Model, each patient is linked with different types ofedata of

which has one or more parameters.i3tata will follow the Reference Model specifications, and, hence, the
CSB@Data Layewvolved in the collection and orgasation of data. The different types of data are orgai

in broader categories, asig demonstrated ithe following figure Figurel6). Forexample for a Medication

it is consideredby clinicianssery important to know the specific pharmacological substance administered,
the broader category that it belongs ,tthe dosage amount per dagnd the frequency of administration
(e.g.onceor more per day)To support this notion, &h variable in th&eferenceModel has its own value

range, type, and parent class. The parent class is the category where the vhghiigs to. For example,

0KS GFINAlIotS aSUKYyAOA(Ge&é o0Stzy3a G2 GKS OflFaa as5$
The Reference Model is published in the form of@WL/. XML format ontology that contains the different
types of data recorded along withe parameters of specific interest for each one of them. It should be noted
that the design of the OWL ontology is driven by the analysis of the standards published by HL7 especially
about the orgarsation of classes of data and the naming of their paggens. To this end, HL7 standards for
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medical terminologies will be taken into consideration to enhance the semantic interoperability of the
ontology based on SNOMELY, LOINC, 1€lID, ICBL1 and other terminologies. The terminology used (set

of core termsor vocabularies) for each one of the specified parameters was also included in this ontology.
Based on this. OWL document a Relational Database will be also designed for the storage of prospective data.

o (=D
—

N/
Caregiver data
Number HF
o admission
Infection

Systolic blood
Palpitations pressure
E

mployment
status

Figurel6: Indicative Bisic Data model

—
/I Thel* complete versiorof the RETENTION Reference Model presented in D4.1

3.5.2.6 CSB REST API

As with CIG,He communication between th€SBdeployed components will be done through REST APIs.
Respectively, the CSB Security Componentawiliorise end-users and authenticate interactions between
CSB components via REST services.

3.5.3 Patient EDGE (PE)

Each RETENTION Patient Edge (PE) instance, referring to the personalised smart ecosystem dedicated to each
of the monitored patients, will embed variety of smart home and wearable (m)loT as well as wellbeing
devices, to collect usage data from RETENTION study participants. Moreover, it features the necessary
SylFof SNA F2NJ RFGF F33aNBIAFGA2y S dza S NInAThe dathedt Bdges 2 v & =
has two sukcomponentsRSFAY SR O02f f SOGAGBSt & |a atldGASYyd 95D9 ¢ )

1 The Patient Edge Local Home Gateway (PE Local Home Gateway, or Home Gateway, an€EDGE)
1 The Patient Edge Mobile Application (PE Mobile Application)
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PEHome Gatewayvill be installed in the homes for local home sensbista aggregationpre-processing,
andtransmission to the CSB, as well as ni@2immmunication to/from the CSBof installing process or other
basic technical configurationsSince all study participants Wie provided with a smartphone which will run
the PEMobile Applicationthis application will be the instrument for gathering usage data and feedback in a
unobtrusive and troubldree fashion and with minimal effort required toperatethe devices andensors

to be handed as welAll in all, the P&ill enable the continuous monitoring of patients and the collection of
the medical, physiological, behavioural, psychosocial, anewedtl data for such patients.

3.5.3.1 Patient Edgd_ocal Home gatewayl ocal Hoe gateway- EDGE)

The handling of (nomedical) senso@usage datarelevant to environmental factors in the living
environment of the study participantand in particular data acquisitiostorage,and upload to the CSB wiill

be handled by the RETENTIB#&tient EDGE Local Home Gateway (PE Home Gatemtldgme Gateway, or

EDGE a component that supports the communication both with home sensorsnatidthe external data

provision servicegzor the interaction with the home sensors tBE®GHvill be configired to work as a local
ASNISNI GKIFG Attt 0S8 It gtbBeondbmagiicsthe initigh setumobtRe BHGH] A y 3
has been achieved, a Bluetooth connection and pairing will be established between the EDGE and the home
sensors. Then the d@a exchange can take place. For the data acquisition the BLE protocol will be applied,
and the data exchange will occur through the necessary services and charactigtipsrted bya Sy a 2 NA Q
SDK}s This will enable the EDGE to receive real time data the sensors.

TheEDGHwill be configuredfor queryingpaired sensoror data every 1 hoymandsubsequentlythe patient

living space data (e.temperature humidity) will be frequentlytransmitted through the daylnitially, data
willbestoredlocal (12 GKS 95D9Qa f20If RI (tmeleatidayi®pretdeiddh R R
algorithm will run on the EDGE machine to calculate the aggregate values of the daily obtainedofalues
humidity and temperaturee.g, median values)Upon conpletion of the aggregationthe calculated values

will be appropriateltimestamped formatted in a .json file in a predefined format, s@STequest to the
CsBv9{¢ 'tL OFry GF1S LXFOSE YR (KS iKthaCShanFHR 2 NAE Q
repository.

For communication with external data services, E@GHhvill be utilised to receive the outdoor analytics and

post them to theCSBThisprocesswill be achieved bwtilisingthe Python Copernicus ARInd inparticular

the Climate DataStore Application Program Interface (CDS APIl). CDS API is a service that provides
programmatic access to the climate data store datagkke ERAMmnd others) Via thisCDS API client,
requests are possible by providing the necessary input variablesasugbar, month, day, time, longitude,
latitude and receiving the requested output variables such as temperature in the specified region. This
information will be parsed from the data that will be obtained through the API and then a second post request
will be executed, obtaining all the necessary outdoor analytics (humidityperatureand air pollution). This
AYF2NXYIEGAR2Y oAt 0SS faz2 ad2NBR Ay GKS 20+t 95D9
CDS API will occur at least once gay, as per the protocol. In a similar way, other external services can be
accessed.

EDGE will be setiontained and will automatically update the system data, without the intervention of the
patient/carer. The following tableTable1l0) presentsEEDGHEnain features.
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Tablell: Home gateway hub

Component Title PELocal home gateway

Objectives / Brief Software & Hardware system that connects the home devsegsorsto the RETENTION

description system and ehorts and aggregatassagedata

Connecivity G 2 LJI (i AFSgtilofkErouter)

Usage dta will be visible onlyia theapplication (ot available for other installed

Technical pre applications)
requisites and L . .
requirements To collect World data (basexh localisation) from external public services (local area

weather, pollution information if available)

Usage data timestamped, associated to patient identifier and aggregated

Actors Patients and thé carers

. Localdevicessensor daa (astransmitted by thedevicekensor)
Interactions Inputs ) ] ]
Externaldevicesensor data (as given by the services)

Basic on/off and conneittgto a WiFinetwork

Interactions outputs Outputs on the Mobile application and device

data format Inputs/outputs in JSON format

In the following figure Kigure 17), the basic communication concept between the EDGE and the
functionalities can be observed.

POST REST
REQUESTS API

—
[ |

4:
Ce ‘:‘%;"ﬁr
' : e
CDS API /" BLE Gatt
Patient EDGE / Services
External Services “\ ‘/ ’ Home Sensors

Figurel7: A basic concept for the communication between Patient Edge laaddstof the functionalities

TheEDGRa a2FlUol NB gAff 0S RSOSt 2LISR ehdusefsihgtBre gok 0 K
familiar with technolog. Taking thiglesign requirementnto considerationthe EDGE will be designed to
allow for efforfess use of its basic capabiliti@$e component will be plugged and only a festionswill be
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required to be performed bthe end-user for the initial setup. THEDGHRvill be connected via Ethernet cable
directly to the router to mininse unnecessary adfigurations needed for \WH, and the home sensors will
be placed next to the EDGE at a distaotkess tharone (1) meter.

The basic OS that will be running in the EDGE will be Raspberry Pi OS (Raspbian), which is based on Debiar
OS. Core componentslitbe a range of processes and scripts all having a specific functionality to achieve to
make the software more robust. Some examples of these functionalities w(ill be

Figure18 and Figure19): i) one for the communication with the home device and one for the external
servicesiji) one watchdog process which will always check if the main processes are running and if not get
them back onjii) one process which will store all the acquired data to the loesahbase jv) one process

that will be used for posting the data to the REST APl vaode to check if data have been successfully
posted or configure the software to try again the next time. Then, seagented scripts are going to be
implementedtoOKS O] GKS aSyaz2NBQ adidl Gddza &ddzOK a ol GGSNE |
will also consider memory management techniques to avoid memory overflow. The software in general will

be developed in such a way that if any technical problenu@cthe patient will be able to turn the EDGE off

and on again by pressing only the power button, and the necessary scripts and processes will start working
normally again, automatically.

EDGE Computer / .
Raspberry Pi REST API NON-FHIR CSB DB Flgure
Application
Fp 18 X
Home

I

Sensor Mac
Address Internal Measurements
Technician / Carer v

Use Equipment ID to

Equipment ID . .
> Send Patient Credentlali_ Store Non - FHIR data to server []
retrieve patient ID

¥

Send Extreme Return Patient ID
Temperature Nntificatiunsh *

=

Receive Security Token

"

Receive Patient 1D
Internal Temperature L

v

Home Sensors

Internal Humidity

sensorssequence diagum
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EDGE Computer /
Raspberry Pi REST API NOM-FHIR CSE DB
Application

— Send Patient Credentials —

I

Store Mon - FHIR data to server [ |

P

External Measurements

External Temperature Send Extremes " Return Patient ID
Temperature Nutificatiuns‘

>

Fy

External Humidity

=¥ ¥

Weather API Return Location Information

Air Quality / Pollution Inde: Receive Security Token| |«

"l

Receive Patient ID

o

Receive Postal Code/Area

i

Figurel9: weather information sequence diagram

The core programming language that will be used is Python. However, if needed for the different EDGE tasks
and functionalities C, C++ and shell script will be used. Alsprtiggam will be as interoperable as possible,

and will enable a direct communication with the other EDGE machine (mobile phone) if information or data
exchange is needed.

3.5.3.2 Patient Edge Mobile Application (Mobile Application)

CNRBY (KS LJ A the/Mink &enudSoNdohiSridgiahddreEaction with the RETENTION solution
will be the RETENTION Edge Mobile Application. This pudessdoped application will feature a user
friendly interface thatgathers and transmits usage data to CBEyrm the endusers of the important
parameters regarding their health and wbking and the management of their conditignend deliver
interventions Examples of such features include highlighting the need to move more often or to avoid going
out if the environment&conditions pose high risk (e.g., high particle count in the atmosphere), reminding
pill intake, or facilitating communication with the monitoring clinical staff. These capabilities will augment
the ones enabled by the Edge Gateway, as the latter willS@n monitoring and interventions related to

the IoT ecosystem, while the Mobile Application will focus on wearable (bioelectronic) and medical devices,
as well as on maintaining the RETENTION operation while the user is not at Hoenapplication will
maintain a high level of abstraction and focus on usability, and to be operated by elderly people or others
without technical background.

The application will timestamp, associate a patient identifierand (in cases of devices/sensQdata)
aggregate d& prior to their transmission to the CSBhe following table Tabke 12) presentsMobile
applicationmain features. Screenshots of early prototype of the mobile application itself are pobiride
Appendix 3.
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Tabk 12: Mobile application featureand specification

Component Title Mobile Application

Qupports the collection of usage data and feedback figettientsor carers
(on behalf of) as bothwill login to the system via the app

The application will connect via secure channel with the CSB

The patient or carer will be able to easily conrpair devices with
compatible BLE technology, to tkenarphone and in extent to the mobile
application

Theapplication will be able to register the connected device. Also, the
application will be able to connect t8SBo sendreceive data

Whereverthe application starts, it will check the condition of the patient (
via the carer) via a basic questionnaireddf the condition is worse, it will
offer an advance health questionnaire for collection

Objectives / Brief description The patient or carer will be able easily vissathe datatransmitted by the
(mandatory) CSB (notifications, feedbacRhe application will offer visuakion of
LI § A Bapéaa

The patient or carer will be able to easily add, modify and submit
information/feedbackon questionnaires and/or surveys

The patient or carer will be able to easily seéagt messageto CSB clinician
(this text chat service is not for emergeneye

The patient or carer will be able to send phatteter to be viewed by CSB
clinicians

¢CKS LI GASYld 62N @Al GKS OF NBNL ¢
treatment (taking his medication timely and as prescriped

Theapplication will reeive personalised interventions from C&Bddisplay
them to the patient(or the carer)

When patient uses the Mobile application for the first time, he/she must
agree to the collection and use of information ioccardance with the
RETENTION policy

Minimum configuration settings: patient identifier (stored encrypted), IME
Gmail account (for enabling automatic updates) andRiéredentials. Those
Technical preequisites and should not be erased whenever an update occurs

requirements Themobile applicéion will be preinstalled on the android smartphone

Automatic updates must be supported by default (via Google store)
Devicegsensorspaired (preferably) bysing Bluetooth Low Energy (BLE)

Usage data is timestamped, associated to patient identifier aggtegated
prior to transmission to the CSB

The patients and the carers
Actors The CSB

The connectefpaired devicegsensors

The patient or career will interact with the system and will add local data

Datawill flow from the devices to the mobile application (EDGE)
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Data will flow for local conditions from external services

Interactions outputs

FHIR medical data to each CSB via protected API

Nornrmedical data to each CSB via protected API

data format

Inputs/outputs in JISON format

Inthe following figure there is the sequence diagram for the mobile application. Using the mobile application,
the patient or carer can update Higer data and status, receive information from the system and get useful

information about higher health.

Mobile application

REST (server)

patient / carer
-

hJ

send credentials

Y

Send medication data

CSB data (server)

store data to server

L J

return stored historical data

L J

M

send automated measure data_
:

send manual measure data

credentials return (passifail)

r

return historical data

return medical data

e A

Figure20: Mobile Application sequence diagram

return system and information from CSB
T

Heterogeneous patientelated data will be monitored, collected, and analysed in real time at the various
CSB instances via the PE. More specificallgetiall include:

f Realtime Prospective Data 02 S NA y 3
data from their smart watches, physiological/bioelectrical sensor data, mobile device data, smart

K2YS &aSyaz2NJ I yR

RHGF O2f

A w4 A X

f SOGSR FNBY GKS

I O Gedmlirah@exdal Rdrainktars. The data adk rélated 46 the) a

continuous monitoring of the patient and Wer compliance to treatment, awell as tothe effects
of the undertaken interventions.
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9 Periodically Updated Datacovering data collected arahalysed through medical assessments and
guestionnaires via the PE (standesal and/or extended as required for the purposes of the project)
conducted by medical expert§he data will be selfeported from questionnaires given to the
patients, via typical medical datavailable to the healthcare providers managing the patients (e.g.
patient medical history, aided by validated questionnaires), as well as pertinent closed clinical trial
data, where available.

3.5.4 Participant Devices (PD)

To achievehe types of data anabisto serve the aims of RETENTION, (fnj&vices and sensors will operate
GAGKAY LI GASYGaQ Sy@aANRyYyYSyida (2 SyrotS (G(4KS 02yi.
physiological, behavioural, psychosocial (raw/aggregated) olatn easy, mobtrusive, and nofinvasive

way.

The devices will be pairesiith the Mobile Application (that acts as a data collectorubing Bluetooth Low
Energy (BLE) (or smart Bluetooth) technology that provides considéral@ypower consumption operating
for alongerperiodt while maintairing similar communication rangas older Bluetooth deviceRETENTION
provides and connects different typesf devices measuring valuessuch asblood pressure,body
temperature glucose, body composition, heart rate, weightre types of devices supporting the
requirements defined (i3.1) are:

1 Device #X Smartphone
Since the Mobile Application is considered as a core technical component of the RETENTION solution,
the smartphone that has this application installed will have fbllowing technical characteristics: i)
OS: Android O/S equal or greater than Android 1GRAM:3GBor more, iii) afficient CPU power
and multitasking capabilities {&re phone) iv) Local storagenore than 64GB.

1 Device #2 Weight Scale
The smart wight scale that will measure study participants body weight, will have the following
technical characteristics: i) equipped with digital electronic scale, ii) support Wireless connectivity,
iii) enough battery life to last for long periods, $IDK or ARb report data to the application.

M Device #3 Smartwatch
This device will provide data of activity (steps, distarstairs, sleep (hours and quality) and heart
rate monitoring. Technical requirements: i) SDK or API to report data to the appliddtisupport
Wireless connectivity, )isynchrorisation of collected data each time a new event is triggered

9 Device #4 Blood Pressure Monitor
This medical device will support the blood pressure and heart rate monitoring. Technical
requirements: i) SDK orPA to report data to the application, ii) support Wireless connectivity, iii)
synchrorsation of collected data each time a new event is triggered.

1 Device #x Oximeter

1 The oximeter will provide oxygen saturatidmeart rate, and changes in vital sign@ulse, blood
pressurg. Technical requirementsy SDK or API to report data to the application, ii) support Wireless
connectivity, iii) automatic data gathering iii) enough battery life to last for long periods.

LfdSt220K @a . fdzSé220K [ atps/RgBodisnxomiel/bluietdaihvsiblge®otiR A FF SNB y
low-energywhatsthe-difference/
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91 Device #6 Bluetooth Low Energy (BLE) homeenperature/humidity sensors
The home sensors will be used to generate and transmit temperature and humidity measurements.
9 Device #& Local gateway (hub)
The local gateway is the device that viaél connecedto the home sensorand in turn transmit data
to CSB andommunicatésubscribe toexternal servicet receiveweather pollutiondata. Technical
requirements:the EDGEPCwill run on a Raspberry Pi 4 Model B 4@Buipped withBroadcom
BCM2711, Quad core Cortéx2 (ARM v8) 64it SoC @ 1.5GHFGB LBDR43200 SDRAM.4 GHz
and 5.0 GHz IEEE 802.11ac wireless, Bluetooth 5.0GBjabit Ethernet2 USB 3.0 ports; 2 USB 2.0
ports.

3.5.5 RETENTIOSecurity Component

Tosupport the aim of the RETENTION, the technical solution (ingdboththe CSBthe GICand the EDGE

must support the integration of heterogeneousevices andsensorlater to enable the continuous data
collection from thestudy participants and to analyse the collected data using novel data anafytics
technologiesThe security componergupports aJnonitoring the security of all operationpreserving the

privacy, and providing the data subjecésd b)full control of knowindoy whom and how their data are beg

processed in a verifiable way. Adhering to this, in addition to administr@tiecedures in place (presented

in D2.2) to ensure that personal data are processed fairly and transparently, this section provides a technical
description of the Security Component and encompasses the security and privacy mechanisms to be
implemented, tNR dz3 K G KS LINRAAY 27F (KA asecOy¥vhdivadfdg@émenzsa S 6 I
(defined in D3.1).
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Figure21: RETENTION Secu@mponents

Confidentiality, integrity, and availability are the three main cybersecurityciples of any security control
(Neuman, 1977)Confidentiality is the property where, unless usgn®cesses or devices are authorised to
access, information is not disclosed (i.e., data and resources are protected fromtharised access).
Integrity entails guarding against improper information modification or destruction, including data
authenticity (i.e., data is protected from unauthorised changes to ensure that it is reliable and correct).
Availability means ensuringrely and reliable access to data (i.e., authorised-esers have access to the
systems and the resources they need). Each of these three principles involves relevant protection
mechanisms, which are described below, as they are derived from the vatandgasds such as Common
Criteria Evaluation Methodology (CEN5O/SEC, 2009nd the OpefrSource Security Testing Methodology
Manual(ISECOMDSSTMM, 2010and related research effor(#latzivasilis, 2016)

The intended to be implemented mechanisms will comply with the Privacy and Sdmydgsign principle,

the notion by which security and privacy measures and enhancing technologies (PETSs) are being embedded
directly irto the design of a system. On this axis, and given the legal obligations imposed by the General Data
Protection RegulatioEU, 2016)data minimisation, pseudonymisation, transparency in the processing of
personal data, and o#tr appropriate technical (and organisational) measures are considered at an early
stage of the platform design to ensure that GDPR requirements are met. This way it is possible to preserve
the anonymity of big data (i.e., devices/sensors usage data, nidug&tary, analytics, interventions stored

in the Repository), the confidentiality of any personal data, and Personal Identifiable Information (PII) (i.e.,
IDs association records, and Dashboard-aselrs profile information stored in the Security Compongtie
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privacy and the integrity of data (kBIl, KRB.2, KRB.3) according to statef-the-art guidelines (e.g.,
encryption guidelines of NISINIST, 2020QYole-based and applicatiolevel security access control, Secure
Sodets Layer, Deniadf-Service Prevention).

A. Pseudonymisation via IDs management

Data protection is a critical issue for the RETENTION platform (CSB and CIG) and for this reason, data
minimisation, authentication, and other security and privacy aspeasnaaterialsed with an irbetween

(REST API, Cloud components, RETENTION mobile application, and Home Gateway) component. The Securit)
Component provides mechanisms that perform pseudonymisation and IDs associations, used for the
authentication and authosiation of Cloud RESTful API to protect the transmission of any (sensitive or not)
data, and it is also utilised for the management of priveadgted requests to demonstrate compliance with

the GDPR. In this respect, the RETENTION Mobile applicationglsligjithat periodically ingests data from

the everyday life of the study participants (i.e., heterogeneous sensors, assistive medical and mobile devices)
to the CSB@Repository, has data protection mechanisms in place to provide security both whileedata ar
FE26Ay3d FNRYkG2 GKS az20AtS LI 6RFGIF Ay GNFXyaado
internal database (data at rest). IDs management, and personal data and Pll removal techniques used were
introduced in(Basdekis, 201@nd properly enhanced to meet RETENTION néBdmanagement involves

the following basic processes:

1 Eachpseudonynised usage data record (i.e., sensors/devices usage data) transmitted by the Mobile
app or Home Gateway to the CSB tdlmarked with a nofidentifiable External pseudtd (Pseude
Id1), utilised for associating and pairing all devices handed over to a study participant. The way this
external pseuddd is stored in both Mobile appnd Home Gateway local storage is suchttita
OFyy2i o0S |aa20AF0GSR gA0GK GKS LINIGAOALIYyHQA A
directly or indirectly a subject. Upon reception, IDs will be replaced with another Qengetated Id
(Pseudald?2), while Plis will be stored in SetyiComponent and then removed altogether from the
record (the usage data part is allowed to be digested by the CSB Repos$itguy$2?2).

1 The Pseudddl that is provided by CSB, will be used to configure the resple for transmitting
usage data devices (i.e. smartphone or tablet, and Home Gateway) that will be given to a particular
study participant, before handing them over to him/her. CSB@SC will maintain the association
between the PseuddD1 and PseudtD2.Thus, the data in the CSB repository wilpseudonynised
at rest. The Pseud?2 will be used in the context of analytics being executed within this CSB scope.
Vice versa, when a message is about to be transmitted by the CSB to a specific study mparttieipa
generation considers at first the Pseuttt?, later, to be replaced by the Pseuti®dl prior to the
transmission to the specific smartphone been given to the patient participant.

1 The ID replacement process to be performed by the CSB@SC is catradslooduring every REST
trigger that transmits data from/to the CSB@Dashboard.
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Figure22: Pseudonymisation process supported by the Security Component in both CSB and GIC

B. Data transfer

Personal data transfers are not anticipd in the context of RETENTION project. However, any transfer of
personal data which are undergoing processing or are intended for processing after transfer to a third country
or an international organisation shall take place only if, subject to the gbhevisions of the GDPR, the
conditions laid down are complied with by the controller and processor, including for onward transfers of
personal data from the third country or an international organisation to another third country or another
international aganisation. All provisions shall be applied to ensure that the level of protection of natural
persons guaranteed by the GDPR is not undermindtienever RETENTION solution (CSB) processes
personal data, this action will take place in the 1Q@&&ver roan (Greece). In no case resulted in the data
leaving the EU (ICCS sas$ Data controller).

C. Data integrity

Data integrity will be achieved by a variety of data protection methods including backup and replication,
auditing (of access logs, GDPR requesttis, etc.), data and input validation, duplication removal, and
access controls.

D. Data minimisation

Authentication and authorisation, present the basic logic of how anug®at can log in into the system, as
well as on how we can get the user info. Beteless, not only we should have that info but also, we should
define an access control mechanism of how we apply this information.
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Rolebased access control (RBAC) refers to the idea of assigning permissionaiseedased on their role

within an ogarisation. It is less prone to error because of its simplicity and manageability instead of assigning
each user permissions. Based on user requirements, users are grouped and then each group is assigned a
role. Afterward, each user is assigned one or maies and each role is assigned with one or more
permissions. The benefits are the following:

1 create a systematic, repeatable assignmenpefmissions.

easily audit user privileges and correct identifisgues.

quickly add and change roles, as wellraglement them acrosaPls.

cut down on the potential for error when assigning upermissions.

integrate thirdparty users by giving them piefinedroles.

1 more effectively comply with regulatory and statutory requirements for confidentiality and privacy

= =4 =4 4

In the possibility that there are overlapping roles, the permissions that the user has is the union of the
permissions of each role the user has, since RBAC is an additive model.

Access to the anonymised data in the GIC@Repository and those pseudonyomiesdkept in
CSB@Repository (in particular personal data and Pl are stored encrypted within CSB@SC), will be granted
through the realisation of RBAC to identified (In D3.1)}esek roles, limiting/preventing the access/process

of Dashboard services (i,dndirectly to data and information stored in the repository and to all other
components) to what is directly relevant and necessary to accomplish a specified purpose.

In terms of services and how triggering them is controlled, all Restful APIs wilton&est obtain a secure

token from the Security Component. The authentication manager wiiseithe WSO2 Identity Server and

API manager (technical details presented in the following section WSO2 Identity server). The former builds
agile, extensible IBM solutions (by using the XACML rules) and the latter is a complete entecfasseAPI
management solution that combines easy, managed API access with full APl governance and analysis. Each
REST will check whether a specific -esdr has access to aespfic REST within a context (e.g., clinician:
create a patient, clinician: associate a device, data analyst: create an analysis). The API Manager will be used
by each REST service and will invoke an additional Header nard®dFAXssertion". This headeoatains

an authentication and authorisation token that contains information about the identity of theiesed that

has invoked the REST API. The developer of the API will use the token to verify that the user that invoked the
REST call holds the relevaeatrmissions. In addition, via the Security Component, limiting the access of each
user on specific Organisatidrased data will be accomplished (during the initial data gathering). In that
sense, endusers of each pilot site (i.e., a different instance @%B) will be able to have access to
pseudonymised data (i.e., personal health records, usage data) only to study participants of their
site/organisational unit. The system administrators will be able to manageusats and perform actions

such as system amitoring, services health checks, etc. In that sense, clinicians will have access only to
relevant views of the Dashboard that relate to the pseudonymised medical history of study participants of
the organisation they monitor, while technicians that wilpport the pilots, will have access to mechanisms

for managing and monitoring the devices. Following this notion:

1 CSB endisers (CSB internal roles such as Administrator, Clinician, Tech support, Data Scientist,
Auditor) will be registered via the authéoation manager.
1 Mobile app and Home Gateway that trigger m2m REST API will be associated with a study participant.

Notably, even if in the unlikely event of malicious access to CSB@Repository is achieved, or data are leaked
by administrator negligence, iitwill not be possible to reidentify study participants, since the association
between participants Pseud@ll and Pseuddd? is stored in encrypted fashion in separate storage.
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The procedures are accompanied by other security aspects covering the sahgle of components, such
as:

 Tokend &SR I O0S&aa (2 wo{c¢¥Fdz !'tLQEAD
91 Protected logging system for monitoring data access to the Security Component data.

E. Storage limitation

Pseudonymous data (as a whole) will become anonymous when the separately stoasddBiation records

will be deleted. Thus, after the completion of the RETENTION project, data kept in CSB@SC will no longer be
needed to conduct the research (e.g., analytics, interventions), and consequently will be erased and not
further used for any dta process.

F. Fair data process

Data collected are provided by the study participants voluntarily, in accordance withlefgled informed
consent procedures, goals of data processes, and individual rights. In principle, usage data and resulting
analytcs and interventions do not consider any personal, discriminative references. As such, there is no risk
of discrimination due to data processing conduct in the context of the RETENTION.

Tablel3: GIC@Security Component features apdcification

Component Title GIC (or Cloud) Security Component: GIC@SC

Cloud Security Component is the component that enables authenticatior|
and authorisation at the RETENTION cloud (GIC) so that all components
commuricate through a secure environmenthe GIC@SC will use security
standards to expose the cloud APIs securely for consumption.

Objectives / Brief description

Technical pregequisites and

. Docker or Kubernetes for component deployment
requirements

M2m: CSB that invoke Cloud APIs

Actors GIC@Dashboard engsers:Administrator, Data Scienti¢Clinician (or clinica
expert) Healthcare policymakeiGDPR Auditor

GIC@SC is the API Gateway that exposes the services to be consumed

Interactions Inputs . L
P interaction inputs are those of thexposed components.

Interactions outputs Same as Interaction inputs

The GIC@SC in order to expose the APIs it needs those APIS to be spe

Additional Information in OPENAPI format.

Tablel4: CSB@Security component featusesd specification

Component Title CSB Security Component: CSB@SC

CSB@SC is the component that enables authentication and authorisatig
the CSB so that all components can communicate through a secure
environment. The CSB@SC will use security standards to expose the clg

Objectives / Brief description APls securely for consumption.

(mandatory) In addition, CSB@SC will provide the pseudo anonymisation mechanisn

be utilised upon patient data (Patient management). In this context,
supports the managemerof patient objects (i.e., initial creation, update,
read, delete), as well as the management of device association of them.
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Lastly, it handles GDPR requests issued by study participants.

Technical preequisites and

. Docker or Kbernetes for component deployment.
requirements (mandatory)

M2m: Devices (smartphone/tablet, and Home Gateway) that invoke CSE

APIs
Actors o o o
CSB@Dashboard emnders:Administrator, Clinician (or clinical experfjech

support @ssists clinicians in device managert), GDPR Auditor

CSB@SC is the API Gateway that exposes the services to be consumeg

Interactions Inputs (mandatory) interaction inputs are those of the exposed components.

Interactions outputs(mandatory) | Same as Interaction outputs but the datéll be pseudonyrised

The CSB@3€expose the APIs needs those APIS to be specified in Ope
format.

Additional Information (optional)

Security Component (the application architectfime both CSB and Ctiswhich is presented in the following
Figure23) consists of different ofthe-shelf (OTS) components. For Identity Access Management (IAM), the
WSO2Midentity servef (WSO2 IS) which is a leading ojsemirce software identity server will be deployed.

For authorisation anddata pseudonymisation, the WSO2 ARdnager (APIM) is an OTS component
responsible for handling those. In the following sections, a more detailed description of the Security
Component components is provided.

Security Componen
CSB Component

Patient Manager Identity Server

N REST
Server Module  |->> sCimz
REST
Server f ; @
Hodule e ‘
o | o)

=

Api Manager

Pseudo
% anonymisa ion% API Gatewa

N

Figure23: Applicaton architecture of CSB@ SecurityComponent

The WSO2 IS provides secure identity and access management by managing the identity ofubergend
efficiently and by centralising their administration and monitoring. WSO2 IS enables extensibleisagiom

to fit the needs of the RETENTION project, even though it is an OTS product. WSO2 will be used by both CSB
and CIG administrators to manage the amers through both its management console and its RESTful API.
Apart from the registered endsers, WSO2 IS che used as an identity provider for thihrty systems that

2 https://wso2.com/
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have their own set of user8¥SO2 Identity Server is an Aftiven open source IAM based on SEIBIAUth2

and OpenID connect provide the notion of claims, which are extra information thatwle 8aR G2 ( KS dz
profile to suit the goals of the project. In this context, during the creation of a study participant a unique
PseudelD (PseuddD1) is generated for each. This Psedidas then used for data pseudonymisation by

WSO2 APl manager.

TheW hu !'tL alyl3dSNRa YIFAYy FSFGdNBa NS (GKS RSTAYA
policies, and access control with OAuth2. It supports OpenAPI (formerly Swagger) specifications and manages
throttling, access level, and integration with i@is identity providers. It secures, protects, manages, and
scales API calls by intercepting API requests and applying policies, such as throttling and security, using
handlers, and managing API statistics. Upon validation of a policy, the Gateway patsesr\ice calls to

the destination backend. If the API call is a token request, the Gateway passes it directly to the WSO2 Identity
Server Figure24).

On-demand component Default chain

JS0N

OAuth f Security

Throttling

1 1 L 1 L
Transports Message handlers medialors Message Transports
PrOCessors formalters

Gateway message Mow

Figure24: Message Flow

Messages that reach theat@way are processed as follows:

1 When a request hits the API Gateway, it is received by the Transports module, which is responsible
for carrying messages in a specific format. The transport provides a receiver and a sender (for
receiving and sending messagaccordingly).

1 The receiving transport selects a message builder, based on the message's content type, and uses
the selected one to process the message's raw payload data and convert it into a common XML,
which the Gateway mediation engine can then reed understand.

1 The request is passed through a set of handlers that applies the quality of services on the request
message, enforces security, limits request rate, and applies transformations on API requests if
applicable

9 After all the requests are routeth the backend endpoint, a message formatter (selected based on
the initial message's content type) is used to build the outgoing stream back into its original format
based on the message.

3 http://www.simplecloud.info/
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9 The transport sends the message out of the Gateway.

In RETENTIOthe WSO2 AMManager Gateway will be the only exposed REST interface of cloud and CSB, all
other components will expose their rest interfaces only on a private subnet. By utilising this approach, we
guarantee that we provide authentication and authorisatido the RETENTION services. During the
deployment of the CIG and CSB, each RESTful service of the components that will be exposed will be assigned
with roles that the user needs to have to invoke the rest service. After the initialisation of the RE&dsserv

a sequence of how the REST call can be invoked is depicted in the following figage26).

RETENTION

user API-M IS component

login

token

8=

e

2.3
|______

Rest Call + token !

W
-

User info from token

User info

RBAC L]
!
i
Re sl' call

]
!
responce
responce T
L5 '

Figure25: Authentication and Authorisation sequence

91 During the login phase of the endser, the user gets an authentication token. As already mentioned
as soon as APIM receives a tokefated call, it redirects it to the IS.

91 Later, when the user makes a REST call to the RETENTION Com@ds@nisitshe authentication
token.

1 The APIM tkn will get the endusers info (i.e., claims, roles) frdi®.

Then based on the defined roles specified APIM will decide if the user can invoke this service. If so, then APIM
will proxy the request to the SB8loud component.

3.5.5.1 RETENTION Continuous Secuaitg Privacy Assurance Platform

The RETENTION Continuous Security and Privacy Assurance Platform (RETENTION SPAP or SPAP), an insta
of the Security & Privacy Assurance Platform developed by SPHYNX, is a subcomponent responsible for
monitoring, testingand assessing the runtime operations of GIC and CSB platforms. This subcomponent will,
through an Event Captor Module developed for the purpose, audit critical components and processes of the
infrastructure while leveraging monitoring mechanisms developethe context of the project. Based on

that input, the component will provide an evidenbased, certifiable view of the security posture of both
platforms, with accountability provisions for changes that occur in said posture and the analysis of their
cascading effects, supporting the runtime checking based on sets of associated claims and assessments. Also,
the methodology and procedures for the automation of security certification are part of this component,
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providing different certification models taited to, e.g., specific security standards, service level agreements,
or legal and regulatory obligations (e.g., GDPR).

The reaitime, continuous assessment of the security posture of the osgtion's platform will be enabled

by a purposebuilt Event Cptor Module using Elasticsearch (ELK stack), which will be responsible for
aggregating the required evidence from multiple sources related to the operation of individual components,

as well as the overarching processes where these components are invalv&everal buiin security
assessments addressing the Confidentiaitytegrity ¢ Availability (CIA) principles among custom metrics
GKFG gAff 0SS GFAf2NBR gAGK NIB iaicés @ueradging anlewWddndsaded 0 F 2 N.
approach to provide security assurance assessments with certifiable results. A Mg S € GASs 2F
architecture is presented in the following figureidure26).
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Figure26: Security & Privacy Assurancetflan Highlevel architecture.

The SPAP is comprised of five primary modules:

T /@0SNJ{eaidSy 1aasSid [2FRSN¥Y ¢KS O2YLRySyid NBaLR
for the target orgaisaion. This model includes the assets of the oligaion, security properties for
these assets, threats that may violate these properties, and the security controls that protect the
assets and is based on an Assurance Model.

9 Vulnerability Anajlser: The Vulnerability Loader is responsible to identify known valniéities of
assets defined within aorgarisai A 2ags&t@odel. This component automatically constructs the
Common Platform Enumeration (CPE) per asset and then retrieves its Common Vulnerabilities and
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Exposures (CVE(s)) by searching in a local coihwe diational Vulnerability Database (NVD). This
copy is continuously updated lyilizingan inrhouse component that fetches the latest known CVEs
from NVD's JSON files.
1 EVEREST: A runtime monitoring engine, {milfava, that offers an API for establighithe
monitoring rules to be checked. This module is composed of two submodules: (a) the monitoring
database and (b) the monitor. The role of the module is to forward the runtime events from the
FLILX AOF GA2YQa Y2YA(G2NBR Lik®rigiResidish S& | yR FAYyLlFf &
Event Captors: The Event Captor is a tool that, based on collected data and triggering events,
formulates a rule or a set of rules and pushes the latter towards the monitoring module for
evaluation. Data and events are mostly collecteatigh Elastisearch based on lightweight shippers
(namely Beats), such as Filebeat, MetricBeat, PacketBeat, etc., that forwards andsesltygldata.
Data can also be collected through Logstash, an open seiderdata processing pipeline that
ingestsdata from a multitude of sources transforms it, and then sends it to ElasticSearch. The Event
Captor is initiated through the respective REST calls from the monitoring module.
Dynamic Tester: The component responsible for initiating the testing assessiftemtmodule
consists of two components: (a) the dynamic tester or manager and (b) the dynamic testing tool.

=

=

This section provided the initial version of the privacy and security mechanisms suppor
—a*® the Security Component, to encompass initial desiis of assets developed, as well
ﬁ their rationale and interoperability. This description paves Wagy to the forthcoming D6.2,

in which more features will be added to provide further insights and strengthen the sec
and privacy mechanisms.
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4 Platform Infrastructure Deployment

4.1 Purpose

The integrated platform of RETENTION supports a hybrid hosting model, to support project and future
extensions of the platform. As described in the relevant sections of this document, the main components
that will be deployed on the infrastructure will be CSB and GIC. GIC will be hosted on a private cloud
infrastructure, located at ICQServer room. CSB instances are planned to be hosted by the pilot sites. In
case this is not feasible for any pilot site, they barhosted at ICCS, in a separate environment, to comply
with the architecture of the platform.

4.2 Overview

Provides the foundation to facilitate execution of applications and services. Such technologies range from
bare metal to serverless and enable orgations to reaisethe benefits of cloud computing. RETENTION

we will implement the following three technology options for cloud deployment: bare metal, VMs, and
containers. The selection will be done case by case, evaluating the best solution fooegunent of the
platform. For modules that are part of microservicased modules and are stateless and immutable,
containers orchestration will be implements (such as Docker containers).

ForRETENTIONoject, the network infrastructure design is a crticomponent of the project success, as
it will be the backbone service of the whole platform. The network infrastructure design must meet the
specific configuration requirements and network management needs for the following devices:

1 Structured Cabling
Seavers

Firewalls

Routers and Switches
Rack and Stack
Automation

DNS

=A =4 =4 -4 -8 =9

The infrastructurehat will be built for the purposes of the project will provide a continuous monitoring of
the network infrastructure to ensure it is always up and running. An infrastreidifecycle management will

be adopted, to successfully handle the capacity of the available resoamckoptirmisethem, based on the
resource forecasting. As part of the infrastructure monitoring, most of the system modules will be executed
in virtualassets (virtual machines), so tools to monitor the activity and performance of the VMs will be used.
All the modules will require to pass a series of sdetverify that they fulfil their purpose before they are
used in the production. Unit and integrati tests will be part of the acceptance criteria to include a
component in the final system. Extensive testing in a sandbox environment will be performed before the
integration of each component to the hosting services.

Regarding the requirements for higivailability (a feature which provides redundancy and fault tolerance)

the goal is to ensure that the service is always available even in the event of a failure. To ensure this several
servers will be set up in a cluster, so that if one server fails therstwill continue processing and take on

the processing load of the failed server. They will also provide several backup internet connections to ensure
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the services are still accessible on the internet. An automatic failover mechanism will be instedissiyte

the uninterrupted service provision in the cases of device malfunctions. Regarding other hardware fault
tolerance requirements, RAID setup for the hard drives will be implemented in the servers. It will provide
redundancy and fault tolerance, algmwith a positive impact on performance.

Hardware requirements

91 Data storage and hosting will be in a single location, serving altlthiealsites TheRETENTION
hosting setup will require a minimum of three hosts, all with access to the Internet ahdawi
individual fixed public IP address. These can be either physical server computers or virtual machines
running in a selhosted datacentreinfrastructure.

9 Each computer host must have the following minimum specificationé:Core CPU, 4 vCPU or
equivalent,ii) 64 GB of RAM for the backend hqdig1 TB SSD

1 Regarding the network, all hosts must be in the same subnet, each with a fixed public IP address, and
must be connected to the Internet to get updated and to communicate with the Edge Mobile
Application and the Edge Gateway. The minimum specifications for the networly aI6B Ethernet
(internal network) ii) Latency max 50ms (interneti) 100 Mbits/second for bandwidth (internet)

iv) Fixed public IPs (one for each host)

4.3 Integration & Testing

Upon completion of theapplicationsdevelopment, the installatioof the main systems componengnd

their correspondinginterconnectiors will follow (applications and systems softwareJherefore, the
readiness of the system, its adaptabilit, flexibility in the integration of requirements, and the clinical team
needs, will lead to the successful development and completion of the project through the critical success
factors.

Software problems are much more difficult and much more costly @dind fix as the delivergompletion

time of a product approaches. For this reason, it is necessary to constantly confirm the "quality" of a software
product, in terms of its functionality and performance. Confirmation of the quality of a product includes
procedures, such as the creation of "scenarios" to testhibbaviourof the system, the entry of test data,

the control of special procedures, and so on. The application software quality assurance methodology is
briefly described below. The software qulcontrol process is one of the most important activities of the
project.

Software-hardware integration

For the integrationa staged approach is uses, as follows:
Stage 1: Installation

To orgatisethe installation, the following steps will be followed:

9 Virtual or Onsite inspection of the infrastructure that will be used

Study of installation requirements of the individual applications and scheduling of actions
Creation and preparation of virtual machines

Creation and generation of docker containersnfreach partner

Gather the required docker containers for the installation

=A =4 =4 =4
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1 Installation of the software stack in the available infrastructure
9 Integration of the system
9 Custonisation of software for integration in the network environment

All modules will bemplemented at this stage:

1 GIC
1 CSB
1 EDGE

At the end of the phase, the initial environment of the above applications will be configured for every module
(GIC, CSB and EDGE)

Stage 2: Configuration and Adjustments

At this stage, the necessary adjustments aodfigurations of the Applications will be made, in relation to

the requirements of the individual services of the RETENTION System. The system and the application
software custonsaion teams will dealvith the configuration and adjustments that the sgst needs to
function correctly as described in this document and the requiremérte. Application Custoisgtion and

Design will consider the operational procedures of the project, the needs of the clinical team and needs of
the system, and they will be rirdy concern:

9 the target user groups and the rights that will be assigned to them
the roles they will play during the operation of the system

the particularities of the clinical teams

the particulars of the offered infrastructures

the objectives of the prect (as declared in the DoA)

the organsdion and Administration of the projecaind

9 any other elements that emerge during development, stage 1

= =4 =4 4 =4

At the end of stage 2, a configured and ready system is offered to the users for testing.

Integration technolay

The technical team has chosen Docffgocker, 2012022)as the underlining integration technology to be
used for the systenilhe followingDocker containerare required (Tablel5):

Tablel5: RETENTION docker containers

Logical subcomponents Module Total No. of containers
GIC Dashboard GIC 6
Model specification tool GIC 6
Disease insights GIC 6
DBA Engine GIC & CSB 7
DBdata (FHIR and neRHIR) GIC & CSB 7
Data models GIC & CSB 7
DSS CSB 6
CSB dashboard CSB 6
Security component CSB CSB 6
Security component GIC GIC 1
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REST API GIC 1
REST API CSB 6

Testing

The testing will be performed by conducting detailed tests and system performance tests and will be based
on Scearios and data prepared by the technical team and will be a complete guide for the process and
testing of the systemslhefollowingtesting subtaskare scheduled to be performed-{gure27):

1 automated unit tests by each technigaartner
automated application and interfac@ests by each technical partner
integration tests by the technical team

system test
user acceptance tests, will be conducted with the clinical team and selected patients, as advised by

the clinicians

=A =4 =4 =4

Retention Testing scheme

Programmer and

Unit testing partner's tester

partner's tester

Application testing And
Automated test

Integration test

Testers, technical and
design team RETENTION system

designers, testers and

System testing selected users

elected operationa
users from clinical

User acceptance tests team and patients

Jcarers

Figure27: Testing scheme

Unit testing

Developers that control the individual program units/sections and the corresponding testers, will have the
first go for testing the individual subsystems of RETENTION. The programmer/testertbheties program

starts and executes its functions, validates the data entered on the screen or creates new entries in the
databaseThe Unit Testing process certifies that the design and integration of all components of a subsystem
or system, from the lwvest level of analytical design to the highest level of Architecture, fully meets the
requirements and their role in the development of the final system.

The testing process s&heduled to consideechnical characteristicsf the deployed RETENTIGblution;
thus the compatibility and interoperability of the different subsystems or componéntonsiss of. The
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anticipationis that the solution is 100% functional, efficient and covers the requirements (REEENTION
project.

Application testing

In this part of the tests, the individual applications will be tested against the testers and an automated test
procedure that will ensure that the same results will be achieved with every revision of the syétem.
business logic is tested here, for coherermmsistencyand correct logic flow.

Integration testing

It is the next level of testingaiming toconfirm that individual program segments can communicate. Checks
that the user can connect and navigate from one screen to another successfully. Thiksaot focus so

much on the business logic of the operations but mainly on the robustness / reliability of the sy$tem.
Integration Testing process takes place in the physical space where the major subsystems of each (major
deliverables) are instatl. The key components are listed and derived from the basic system design. In
integration testing, it is directly ascertained whether the subsystem operates in accordance with the design
and requirements and the possibility of its cooperation with othdrs/stems of the project is certified.

Part of the Integration Test is the control and certification for the safe and accurate transfer of data between
subsystems when they are interconnected and operational.

System testing

The System Test proves to thechnical team that the system operates according to their understanding of
business requirements. This is a complete test of all functions / subsystems by the Project team. The result
of control at this level is to ensure that the system meets operatimaglirements.The system testing
process refers to the whole system now when it is installed and operates in-pilptephase and is
distinguished in two levels. The first without data and the second with test data which are not gdiag to
usead in normaloperation.The System Tesitill includethe following:

1 Examine the system with data, carefully processing the data and extracting correct and expected
results.

1 Confirmation and certification that user requirements are fully met, and the system has tketerp
supply and operation.

9 Stress Test at the level of simulating an exceptional load of the system with virtual users. In this case,
the strength and tolerance of the system to multiple processing requirements and its response times
are also monitored.

1 Reliability checks, including tests and checks for system availability.

User Acceptance test

It proves to the end users that the system works according to their own vision for their business
requirements. In this phase, users use the program to procesmdmss processes and check for the
correctness of the result. The entry of data on a screen and their processing by the system must be consistent
with the DoA and the requirements documeiitie focus of the tests at this level is the efficient and correct
execution of the business processes and they are not interested in possible system failures because it is the
job of the tech team to correct all the problems that will arise during this phase.
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In addition, the performance of the system is important and opoly its proper operation, with the typical
example of completing the actions in the desired time. It is noted that this phase is the last opportunity for
end users to verify the correctness and functionality of the system before its final adoption.

Deployment

In the deployment phase, the system will be given to the clinical teams and the patients/carers folsigrt
with the real data.The system will be deployed in twahases a) in phase one the system will collect data
from allthe groups, withoupassing any info to the patientigeding in the meantime the Al modeksndb)

in the second phasé, will be able tofully support the clinical teamand theirrespectivepatients

The main components of deployment are shown below:

1 Availability The gstem will be available to cliniciaasd their patientsas specified in the functional
specificationsThe critical components of the system shall be available the users 24x7x365. During
this time, the system shall provide 99.5% or greater availabilityaliocritical functions. Automatic
failover of critical components (as required to support gieenavailability) shall be provided.

9 Security The system will béully secured, as outline abov&he security of the system and the
protection of sensitivgpersonal data, in full compliance with the GDPR, is a basic requirement of the
project, andan important factor inuser management anather requirements.For the whole
duration of the project, data will be managed as per the requirements of GDPR (ThealJ2a&
Protection Regulation 2016/679) and/or any other applicable legislaBomeelementsof this data,
suchasdetailsof Patient Recordsyill becategorizedas Personallydentifiable Datai.e.,information
that canbe usedto uniquelyidentify, contact,or locatea singlepersonor canbe usedwith other
sourcesto uniquely identify a singleindividual will be only available to the clinicians and strictly
restricted to anybody els& hedatashallbe usedonlyfor the purposefor whichit isrequested to be
utilized, including and applicable system admins and operators

1 Operations and Support (Operation§perations and support will be conducted by each clinical site
with full support from the technical teanThe technical team will suppoft¢ sites, that the sites will
support the patients.Operational support will include twdinds: a) support from each A 1 S Q&
personnelto its patients, and b) from the technical team to the sitersonnel (clinical or technical)
and/or patients as secondvel support.
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5 Conclusions

The current deliverablpresentsthe initial reference architecture for the RETENTION Platfbyraffering a
detailed description oéll components (module)f:

1. the Global Insights Cloud,
2. the Clinical Site Backend
3. ThePatientEDGE components and devices.

¢tKS Df206l f (ECIGhsuppdth€@data dnélyBisizfheVL model training,and the production of
high-performance modelsThe Gl@onsumesanonymsed data fromCShBsiteslater on to transmit back the
output of ML analsis (trained models) to advancde formations of evidencebased personaised
interventions.

The Clinical Site Backensupports he daily patient checkip, the data gathering (i.e.jnitial patient
administration and baselinalevice§kensorgdata), appies ML models and triggers previously vetted (by
clinicians) interventions

The Patient Edge enables the continuous monitoring of patigatthe collection of usage data they produce
(medical, physiological, behavioural, psychosocial, andwedld daia), and provides means for collecting
feedback and presenting suggestions

The infrastructurego support this solutioris based on VMs and Docker containers and the system will be
cloud basedA description of integration of the system and the testing @dares wagprovided

Representative mockups of the intended to be developed interaction elemargspresentedin the
appendices They focus on providingeasy to useintuitive user interfaces, considering the diverse
backgrounds and needs of the differargers (patients, caregivers, and clinicians).

The results of the two cdesign workshops that were held to optimise design views and workflows are also
presented in the appendices, in the form of workshop reports.

In conclusion, this deliverablprovided an understanding of the RETENTION system, as seen from the
technical point of view, focusing on the modules and-sulidulesit consists of This workwill drive the
activitiesof WP4, WP5, WP6 and WP?7.
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7 Appendices

Appendix 1: Global Insights Cloud Dashboard Mddjzs (GICDBA) (AEGIS)

Model OverviewList d available models. The user can preview or edit an existing model.

Use Case: RTBDO01, RTS06

. GLOBAL INSIGHTS CLOUD - & e

retention

Models list

be available

Model Ovenview = only to clinician data analysts
= Search model:
Model Configuration aﬁ # Name Date created Description Actions
1 o Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
/3 eiusmod tempor incididunt ut labore et dolore.
Model nsights % 9 o 1812 Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
eiusmod tempor incididunt ut labore et dolore.
3 Y Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
212012 eiusmod tempor incididunt ut labore et dolore.
4 i Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
annonz eiusmod tempor incididunt ut labore et dolore.
5 o 2021/26/1 Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
eiusmod tempor incididunt ut labore et dolore.
6 o 02114M Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
eiusmod tempor incididunt ut labore et dolore.
7 i Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
/09 eiusmod tempor incididunt ut labore et dolore.
8 o 202142010 Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
eiusmod tempor incididunt ut labore et dolore.
9 Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
e anano eiusmod tempor incididunt ut labore et dolore.
10 XXX 2021/2110 Lorem ipsum dolor sit amet, consectetur adipiscing elit, sed do
eiusmod tempor incididunt ut labore et dolore.
Showing 10 of 45 results >
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Model ConfigurationThe model creation and configuration environment. It also supports the training of
the models.

Use Case: RTBDO01, RTS06

CLINICIAN DATA ANALYSTS & CLINICIANS B e e
— Jupyter Notebook (start from terminal) OO C

‘ Modst Querviens [ e — —
\ J This action will be available -
|| enly o clinician data analysts HoACOIOaS G

‘ Model Insights w |

illi!slil

DataAnalist View: training dataset OOO

Dataset Path  [paih ] -

Comelation Mairix

Pormutation Feature Importance

Foature Imponance fioss: mas)

Afeature is “important” if permuting s values increases the model error,
(Shaws how wel the selected features can pontentially compose a model) and “unimportant” it permuting the values leaves the model error unchanged

DataAnalyst View: model's performances OOC D

Modelspath | path | a

Load Model Metainfa | SVM )

Confusion Matrix for SVM , ROC chart
=,
08 -
2 06|
&
S — NetChop C-term 3.0
Zoal
o
Feall Fealz Feald  Feal4 Feals
L 1 L
0. 2 0.6 08 1
False positive rate
(Shows how well the model performs) fnm m:’“l “‘:’Tﬂd performs in comparison
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Model InsightsElaboration on model insights, the variables, the KPIs and the overall performance of the
elected model.

Use Case: RTBDO01, RTS06

. GLOBAL INSIGHTS CLOUD - 3, Ry | et
retention

MENU Models Insights

Model Overview

| SELECT MODEL

[ DISPLAY MODEL'S INSIGHTS ]

Model Configuration g

ACEI/ARB in LVSD in eligible
Model Insights

Beta-blocker in LVSD in eligible
Evaluation of LV systolic function

Anticoagulants in AF in eligible

Assessment of pat

H
a
&
z

Patient education/discharge instructions

o 1 2 3 a s
SELECT KPI1 I I SELECT KPI2 l [ DISPLAY VARIABLE DEPENDENCE ]
1.0 . .
) - 0.9
oo, o% g0 ® .
o*, (] $e 3
G :
)
0s DX N 2
SHAP MO = -08 3
value for e OS
o
ACEl / 0.0 = T
ARB . . o
-0.7 -
. . 5
5
-05 ° e =
5
o 3
06 o5
=
-10 o
- 0.5
-15 . , : T T T T
9 10 a3 12 13 14 15
ACEI / ARB in LVSD in eligible
SELECT REGRESSION MODEL | SELECT TEST SET | NUMBER OF FEATURES(S) | I DISPLAY MODEL'S INSIGHTS
Pialictod valus GOOD EVOLUTION . )
ANTICOAGUUNTS <= (.04 Feature Value
6768 [ | 27432 s

(min) 157.13 (max)

0.00 < scovae <=0.03 Sl -0.06
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Appendix 2:Clinical Site BackenBashboard MockJps (CSBDBA) (AEGIS)

Pateints Monitoring The frontend screen of the CSBludes the patient searching area and the
monitoring details of the patient.

Use Case: RTCLO1, RTCLO2

. CLINICAL SITE BACKEND -
retention

v 5 Edit profile Logout

Patients monitoring

Search patient by:
Y ~ Patient ID Name Category it ol
Trevor Hansen
Notifications
Patients Monitoring —'J\,»-
D Name Category Actions
A 4ebd0208-8328-5d69-8c44- Trevor Hansen HE
Notifications ec50939¢0967
s=ilh Monitoring area (Selected patients)
Events Records
Weight messurements (last 10 messurements) Latest Events t
)
Model Selection \ Weight | Bodyfat% | BodyMassIndex BMI | Skeletal Muscle% | Visceralfat | Fat | Resting Metabolism
02/01/2022 | 88 55 20.5 36.5 6 30 a5
03/01/2022 | 87 54 20 36.7 5 29 46
04/01/2022 | 89 56 20.7 36.8 7 31 a7
Live Chat ‘
05/01/2022 | 88 55 20.5 36.1 6 30 44
06/01/2022 | 88 55 20.6 36 8 30 a5
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Temperature / Water / Calories (last 10 messurements)
Body Temperature Calories / Day Water in Water out
02/01/2022 2 72 ?? 7
03/01/2022 ?? 7 ?? el
04/01/2022 ?? 7 2 7?
05/01/2022 ?? 72 ?? 7
06/01/2022 ?? 7 ?? 7
Blood Pressure Cystolic @ Diastolic
85
L 1 78 ]
/_ @
_:
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Heat rate =

105

08.00 18:00 0000

@® Oxygen @ Pulse

Home temperature

36

I ;.

/ 2

12.00 16.00 2200

@ Temperature @ Humidity
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Weather / Polution
Body Temperature Calories / Day Water in Water out
02/01/2022 ” 77 77 ”
03/01/2022 ” 7 7 ”
04/01/2022 7 7? 7? 7?
05/01/2022 7 7 7 77
06/01/2022 7 7 7 7
Activity monitoring
Total steps Distance (m) Calories Elevation (m)
02/01/2022 750 743 455 20
03/01/2022 700 690 400 15
04/01/2022 800 780 500 25
05/01/2022 780 760 475 23
06/01/2022 770 750 460 22
Sleep Metrics Week average
Date: 10/02/2022
Total sleep: 7.35
@ Total sieep Light sleep: 2.11
Heavy sleep: 5.15
Sleep interuptions: 2
310%
* In case selected patient is in VAD category, additional charts and tables will be displayed for the below
categories
+ Controller parameters
+ Alarms
- RPMs
+ Power consumption
* Flow
* Pulsatility index
» Coagulation values (INR)
« Driveline exit site evaluation
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Display Patientdl ist of all patients, facilitating the edit of each profile and the association with specific
device.

Use Case: RTCLO1

AnnoraBlisa (— )
HOSPITAL X =. % L s"[
— 3 \ J
MENU Patients list
-
Patients Monitoring "\Nr‘
1] Name Category Associated devices Actions
Editprofle | Edit devices
Notfications (!) X XK 0K XK [ eatporte | et gvss |
— |* X X o
Events Records 5:'—‘
o x| xxx [ | e
‘ X Xix 0 0 [ cotpote ] it s |
Model Selection X
X X o 0 [ eotpote ] it |
X X0 X0 xx [ coipoie | it s |
X o o X [ eotpote ] ot ies |
X XKK XXX Xix [ conpote ] oo |
Showing 10 of 45 results <>
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Add new patientt KS ONBI GA2y 2F I ySg

Use Case: RTCLO1

. CLINICAL SITE BACKEND -

retention

Add new patient

Patients Management (o] [Name } f) }
Patients Monitoring "Afﬁ Age Categury
Notifications [ } [ }
Race Sex
Events Records  © 6 { } [ }
Height Marital status
Model Selection { ] }
Home address Base line testing
Comments

[ saapaien ]
9RAG t I (SHKS QH2 YINRFdNISHA 2 Y

Use Case: RTCLO1

LJ 3S

CLINICAL SITE BACKEND -
retention
Personal Information
Patients Management 2] First name Last name
{ Elisa ] { Annora
Patients Monitoring -4\
Email
Notifications
annorael@email.com
EventsRecords | o i
‘o Mobile

Model Selection 3¢

Password

[

Confirm password

|

=

LI GASYdQa LINRFTALf Sk C

R e toen

Notifications -
Latest Events - 6
Live Chat /g

27

I

it profile

LJI

(et
>
(7))
<,
[«
Q
Q)¢

LINJ

Logout

Notifications _

Latest Events .

Live Chat Iy
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Device AssociatiorAssignment of a spare device to existing patient.

Use CaseRTCLO1

HOSPITAL X =. ¥ Annora Elisa [—‘]

MENU Device Association
List of unassociated devices

Searh by dovice: =3

Patients Monttoring =4\ Device ID Device name Type Actions

x

Notifications (")
& X
Events Records = X XXX XXX
o
Model Selection ("
i . E

il

> =
x x
x x
x x
% %
ol x
= X

Associate new patient
x

X XXX XXX
x on -
x
X XXX XXX
‘Showing 10 of 45 results <>

Pateints Vistt¥ [ Aad 2F Fff LI GASYdQa @Ararta F2NJ FdzNIKSNJI !
Use Case: RTCLO1, RTCLO02
HOSPITAL X = R ipene | town |
MENU Patients visits
- Search by patient: ’W‘ Search by category: ’W‘ m
D Name Category Latest Visit Actions -
X X X 2021/27/12 [ paavin |
X XXX XK 2021/23/12 [ pgaven |
X XKX XXX 2021/17/12 [ coven [l visis istory |
X o 300 2021/09/12 [ pdavisn |
Model Selection ¢ X XXX XXX 2021/25/11 [ agdvist | E
X KX XxK 2021/12/11 [ scaven |
X XKX XXX 2021/04/11 [ Acavien |
X KK XKK 2021/25/10 [ pgavist |
X X XK 2021/26/10 [ pgavist |
X XXX XXX 2021/20/10 [ v [l visis istory|
‘Showing 10 of 45 results - >

Add Pateint Visit 51 GF Sy dNEB F2N¥Y F2N ai2NAy3 LI GASyGQa OA.
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Use Case: RTCLO1, RTCLO2
. CLINICAL SITE BACKEND - = ﬁ Editpronie -9
retention
MENU Add new visit
Patients Management A ECG Chest XRay
. I [ J [ } Notifications _
Patients Manitoring _WF Blood tests Depression score
Notifications v [ } { }
KCCQ Six minutes walk test
Events Records IO } J
Cardio-pulmonary exercise testing Echocardiography =
Model Selection \_ [ } { } e )
Interrogation of defibrillator Date
[ J &
[t
Live Chat Iy
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Model Selectioninsights of patier®d RA &SI aS S@2t dziAz2y ®
Use Case: RTCLO1, RTCLO2, RTBDO1
Clinitian View : patient's current evolution OO O
(W Select Patient “F‘alienti.n | |« |Search jel
) Ml Pressure (S/D)
Patients Monitaring |/ ot ] SDNN _
e o [ SDRR
Notificatians : ERmssD EE—
[7, Dot fron | aMarchacza @] | Dseto | 22 Marchaosa [
EventsRecords | ¢ :
Clinitian View : patient's future evolution OOC:’ D
soectPatent  [Patient 1.n | | o |Search £
M Pressure (S/D)
Solct Featras [CsDNN
[l SDRR
Select model | KNN/SVM/NN
I RMSSD —
vinivon VORI e [GR T d
Clinitian View All Patients Statistics Q00O
M Pressure (S/D)
et P .| SDNN
eares [l sDRR
.7FIMSSD
vtebeen  \CRRTTIRY oaere (R (“oapiey )
Patents heat nex
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Notifications List of all recent notifications.

Use Case: RTCLO1, RTCLO2, RTCLO3

HOSPITAL X

Annora Elisa

LV

MENU Notifications
Patients Management i Filter notifications by: ‘ Criticality v ‘ | Patient Name. ‘ ‘ Date (=] ‘ m
Patients Monitoring |- D Name Date Message Actions
Lorem ipsum dolor sit amet, consectetur adipiscing elit,
X XXX 2021/31/12 sed do elusmod tempor incididunt ut labore et dolore. Hic
X mzvane =]
Events Records
Lorem ipsum dolor sit amet, consectetur adipiscing elit,
X XX 2021710012 sed do eiusmod tempor incididunt ut labore et dolore. S
Model Selection ¢ Loremipsum dolor sit amet, consectetur adipiscing elit,
X X XX 2021/26/11 sed do eiusmod tempor incididunt ut labore et dolore. 50
Lorem ipsum dolor sit amet, cansectetur adipiscing elit,
X XXX 2021/09/11 sed do eiusmod tempor incididunt ut labore et dolore. dma
Lorem ipsum dolor sit amet, consectetur adipiscing elit, m m
X XXX 2021/30/10 sed do eiusmod tempor incididunt ut labore et dolore.
Lorem ipsum dolor sit amet, consectetur adipiscing elit,
X XXX 2021727110 sed do iusmod tempor incididunt ut labore et dolore.
X XXX 2021/21/10
Showing 10 of 45 results < >
Use Case: RTCLO1, RTCLO2, RTCLO3
HOSPITAL X
MENU Events Records
| | PpatientName Date a | m

Date: 2022/01/03, 05:22 pm

stome, tempor g (o] (=]

Date: 2022/01/01, 03:55 am

. stome, e =

Patient name: Annabel Lawson

Event: Nutrition intake
. — — =3 m}

Patient name: Eric Edwards Doter 202112016, 05740 am m
Event: Fluid balance

. stame, topo i, =3 E3
Patient name: Greta Hatch Date: 2022112110, 05:25 sm
Event: Circadian thythm

. stamet —— =] =]
Patient name: Thomas Pierson Dasa: 2021012/, 12:10 pm
Event: Nutrition intake

¥ some, — =3 3
Patient name: David Spencer Date: 2021/11/09, 06:30 pm
Event: Sleep quality

u stamet tnpor it =]
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Appendix 3: Patient Edge Mobil&pplication MockUps (PEMA) (DM)
Introduction Screens
Welcome and Language:
B . ﬁ Use Case:
retention EDGE Gateway 1 RTPOX, Daily Data Entry patient

retention

SMART HEART FAILURE MANAGEMENT

For authorized use only.

This system is only for patients of the RETENTION project.

If you are not authorized, please exit.

Select language to continue:

m

This project has received funding from the European Union's Horizon 2020
research and innovation programme under grant agreement No. 965343

€ 4

1 RTCAO1 Daily data Entry
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User name and password:
B . a Use Case:
retention . .
EDGE Gateway | RTPOZX Daily Data Entry patient

retention

SMART HEART FAILURE MANAGEMENT

For authorized use only.

Hello, who are you?

Carer

Password: ...Password here....

forgot
Password

This project has received funding from the European Union’s Horizon 2020
research and innovation programme under grant agreement No. 965343

1 RTCAO1 Daily data Entry
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Change passgord:

»

retention EDGE Gateway

-
a Use Case:

1 RTSO05: Configuring a device and
App

This project has received funding from the European Union’s Horizon 2020
handi ion p undergrant agreement No. 965343
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Main screens: ordine ¢ Large buttons and pepp menus

Landing page (message screen that contains important messages from all subsystems):

r

retention

Patient_111  Patient *

devices

EDGE
Gateway:

~

Home  Medication Messages

S

MED: @morning, Anticoagulant, Waffarin, tablet

» MED: @morning, Diuretic, paparin, tablet

» WTH: Extra cool conditions, try to stay at home today

» LOC: Room temperature is low

* WTH: add more intake water

* QUE: New questionnaire for you, please fill. experation

date xx/xx/2xxx

personal information

Measure  Activity Questionary

Other

Ov@[dSEB=

Vi

Use Case:

RTPOZX Daily Data Entry patient
RTCAO1 Dailjata Entry carer
RTP04 Automate messages patient
RTCAO02 Automated messages carer
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retention

Measurements menu:

r

EDGE

retention Gateway:

Patient_111  Patient *

devices

SANC)

oxygen/

O

pressure/

9

Temperature/

weigth e pulse

(ARG ER=

Home  Medication Messages Measure  Activity

A

water

measure menu

'|=

Questionary ~ Other

4

Use Case:

RTPOZX Daily Data Entry patient
RTCAO1 Daily data Entry carer
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Horizon 2020 ProjedETENTION

i GA n965343 :
i retention
Other (functions) menu
e Use Case:
GEtDGE 5 Patient_111 Patient * A i
retention ~ Cateway: dovices 1 RTPOZX Daily Data Entry patient
1 RTCAODaily data Entry carer
O Q.O O
w'g:f,ye, Image IX::& charts
ke Ll
OvE[dSEE
Home  Medication Messages Measure Achvny/ Questionary  Other
C sleep Y
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Horizon 2020 ProjedETENTION .

GA n965343 .
retention

Connected devices screerthe patient/carer will not be a able to add or remove devices. (Only the admin
will have the password or how to access the add/delete devices).

G ) Use Case:

G:::Sgy: Patient_111  Patient * ) ) )
devices RTPO4 Automatic messaging patient

e RTCAO2 Amatic messaging carer
RTS04 Associating device it to patien

* CONDEV: OMRON M4 Intelli IT, Bluetooth, ID: . . .
df1223322r43455, type: pressure monitor RTSO05 Configuring device and App

retention

* CONDEV: OMRON Viva, Bluetooth, ID:zx56567657r,
type: weight monitor

« CONDEV: OMRON P300 Intelli IT, Bluetooth,
ID:gh56787687z, type: oxygen saturation sensor

« CONDEV: FITBIT Charge 5, Bluetooth,
ID:ja9867545432wz, type: hand tracker

other devices:

« EXTDEV: MOAT S2, external, ID:klI57856542440, type:
room temperature/humidity sensor

new device (admin)

« error 3256: your bluetooth is off. please turn it on.

0@ [ sE

Home N Activity Questionary  Other

A 4

Dghvere_lble_B.Z RETENTION Architectur®1.0_30/06/2022 Page86of 165
Dissemination LevePU



Horizon 2020 ProjedETENTION .
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retention

(offline) message screen to the clinical team

r N\

EDGE
Gateway:

Use Case:
Patient_111  Patient *

devices

RTPOZX Daily Data Entry patient
RTCAO1 Daily data Entry carer
( \ RTP04 Automate messages patient
. . : RTCAR Automated messages carer
* Good ! please send an image in two days time. .
(timestamp 13:42, 2022/10/10, answered by xxxxxxx) RTPO3 Special Events

retention

* Good morning team. | feel better with the adition of the
diuretics. (timestamp 11:50, 2022/10/10)

* helllo Patient_111. please how are your swollen feet?
(timestamp 10:35, 2022/10/10, sent by yyyyyyy)

» Dear Patient_111, we have added diuretics in your
medication scheme. please check the medication
screen (timestamp 18:10, 2022/10/08)

» Dear team, my feet are swollen. please advice.
(timestamp 10:10, 2022/10/08)

OvE[{SEBE

Home  Medication Messages Measure Activity Questionary Other

A 4
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GA n.965343 X
retention

medication screen (will follow the allocated day slots: ex. morning, noon time, night):

r N\

EDGE
Gateway:

Use Case:

RTPOZX Daily Data Entry patient

RTCAO1 Daily data Entry carer
( | RTP04 Automate messages patient

RTCAO02 Aomated messages carer

Patient_111  Patient *

retention .
devices

* MED: @morning, ALL MEDICATIONS

took taken them forgot not good
them at other time them for me

* MED: @morning, Diuretic, paparin, tablet

took it taken at forgot it not good
other time for me

« MED: @morning, try to stay at home today

took it taken at forgot it not good
other time for me

+ MED: @morning, Anticoagulant, Waffarin, tablet

took it taken at forgot it not good
other time for me

next medicine:

+ MEDNXT: @Evening, Anticoagulant, Waffarin, tablet

AACNERS]E =

Home  Medication Messages Measure  Activity Questionary  Other

b V|
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o GA n.965343

retention

VAD input screen (activated for VAD patients anityanual input):

" ) Use Case:
EDGE " patient_111  Patient * . .
retention  Gateway: RTPOX Daily Data Entry patient

RTCAO1 Daily data Entry carer

RTPO2 Special variables
RTPO3 Special Events

VAD flow VAD speed

VAD power VAD Pulsatility
index

devices

Alarms

battery
low flow
control failure

Duration

Send

VAD Input

Ov@[d SB=E

Home Medication Messages Measure  Activity Questionary  Other

A 4

Deliverable 3.2 RETENTION Architectuy@1.0_30/06/2022

Dissemination LevePU Page89 of 165



2t Horizon 2020 Proje®®ETENTION .
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3 retention

Image screen (a patient or carer can takpicture and upload it to the system, for viewing from the clinical
team)

Use Cases:

1 RTPOZX Daily Data Entry patient
i RTCAOQ1 Daily data Entry carer
1 RTPO02 Special variables

1 RTPO3 special events
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